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Welcome to the next level of understanding
and expansion of your user experience!

For some it is enough to master the basics of your new
device, software or hobby. Yet for many, like you, that's just
the start! Advancing your skill set is the goal of all users of
consumer technology and our team of long term industry
experts will help you achieve exactly that. Over this
extensive series of titles we will be looking in greater depth
at how you make the absolute most from the latest
consumer electronics, software, hobbies and trends! We will
guide you step-by-step through using all the advanced
aspects of the technology that you

may have been previously

apprehensive at attempting. _O"er the page
Let our expert guide help you "”"Jc’ame:y Continyee
build your understanding and we ;, .

of technology and gain the
skills to take you from a
confident user to an
experienced expert.
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Manage Libraries
In Windows 11

Libraries are virtual containers for users’ content. A library can contain files and folders
stored on the local computer or in a remote storage location. In Windows Explorer, users
interact with libraries in ways similar to how they would interact with other folders.

Quiet in the Library

By default, Libraries are not displayed in Windows 11 - even later versions of Windows 10 did away with the
Library display - so they’ll need to be reactivated for them to appear.

If you open Windows 11 File Explorer, you’ll notice
that Libraries are no longer visible by default,
which is a shame as many users rely on them. However, they can
be returned, and the process is remarkably simple. Start by
pressing the Windows Key and R, then enter: control folders.

Type the name of a program, folder, document or
Internet resource, and Windows will open it for you.

Cancel Browse...

0 items

Hit enter, or click the OK button and the File

Explorer Options window will pop up. The options
available in here can drastically alter the way Windows Explorer
works, so be careful what you enable or disable. Head to the View tab,
and scroll down to the bottom of the Advanced Settings section.

Advanced settings:

B3 Show sync provider notifications

| | Use check boxes to select items

B Use Sharing Wizard (Recommended)
When typing into st view

() Automatically type into the Search Box
O Select the typed item in the view
— Nawgation pane

[:] Always show availability status

[ ] Expand to open folder

[ | Show all folders

B2 Show libraries

B Show Network

B3 Show This PC

Restore Defaults

Apply

At the bottom of the Advanced Settings section,
you’ll notice a box labelled Show Libraries. Click
the box to tick, and re-enable the option. When you’ve done that,
click the Apply button to activate the change and you’ll see that
the Libraries are now available via File Explorer.

,,
_ Libraries

(*) New - ™ Sort ~

& - ~ /N T3> libraries »

v Quick access Camera Roll

Library

@l Desktop »
Saved Pictures

J Downloads » oy

— Library

— Documents »

E Pictures »

__ CommonSettings

You can now close the File Explorer Options
pop-up window. The Libraries are, by default,

Step 4

setup as area specific shortcuts. You can right-click each Library
entry, select Properties from the menu, and create new Library
locations, change the icon and much more. Restore Defaults will
return the Library to its original setup.

e e—

—_ Documents F
[ Library |

Videos
Library

Music
Library

& Documents Properties W

Library

Library lucalivns:

‘ﬁ é Nocuments

Set public save location Add... Remaove

Set save lpcation




How to

Libraries - AutoPlay

Use AutoPlay

Windows AutoPlay is a feature that was first introduced back in Windows 98. It allows
newly discovered media, based on content such as images, video or music, to begin

playing via the appropriate application.

Rediscovering AutoPlay

AutoPlay has been seen as both a blessing and a curse. How we have enjoyed slipping a DVD in the computer
and sitting back to enjoy it, but swore at the machine for auto playing a CD we inserted. Funny old world.

Windows 11 seems to be having some issues with
the default AutoPlay setting. At the time of writing,
there’s a bug that affects some but not others, in that the Windows 11
AutoPlay feature is either disabled by default, or not. To find out which
you are, go to Settings > Bluetooth & Devices, and click on AutoPlay.

D Mouse

Buttons, mouse pointer speed, scrolling

y, Pen & Windows Ink
¢ Right-handed or left-handed, pen button shortcuts, handwriting

@ AutoPlay

Defaults for removable drives and memory cards

ﬁ USB

Notifications, USB battery saver, mobile device preferences

In our example, the AutoPlay feature was enabled.
This means that whenever we insert some media,

Step 2

be it a disc of some description or memory card, Windows 11 will
auto launch the appropriate app. However, if your AutoPlay isn’t
working, start by clicking on the On button at the top of the screen.

€ Settings

Bluetooth & devices > AutoPlay

David Hayward
davidhayward119@googlemail com

Usze AutoPlay for all media and devices

Find a setting L m On
B Syst
ol Choose AutoPlay defaults
luetooth & devi
'@ Bluetooth & devices Remavable drive
¥ Network & internet Choose a default
4 Personalisation
Memary card

& Apps

Choose a default
& Accounts

® Time & language

@  Gaming
Related settings

If nothing happens when you insert any media,

despite the AutoPlay feature being turned on,
you may need to specify an AutoPlay default. Under the On
button are two options for AutoPlay defaults: Removable Drive
and Memory Card - depending on your computer setup, you may
have more options available. Click the Removable Drive
drop-down box - Choose a default.

&  Sattings

David Hayward
davidhayward119@googlemail.com

Bluetooth & devices > AutoPlay

Use AutoPlay for all media and devices

Find a setting & m On
B System Configure storage settings (Settings)
| & Bluetooth & devices ket o
¥ Network & internet Open folder to view files (File Explorer)
#  Personalisation Ask me every time
B Apps

Choose a default

Accounts

P Time & language
Here you’ll have multiple options available. These

options will depend on the apps you have installed
on your system, but by default they allow you to access the Storage
Settings in Windows 11 for removable drives and are; Take no action
when a removable drive is inserted, Open the Windows File Explorer
or Ask what you want to do with the type of media inserted.

€ Seltings

David Hayward Bluetooth & devices > AutoPlay
davidhayward19@googlemail .com
Use AutoPlay for all media and devices
Find a setting o m On
Bl Syst
it Choose AutoPlay defaults
| @ Bluetooth & devices _
Removable drive
¥ Network & internet Ask me every time
4 Personalisation
Memaory card
B Apps

Choose a default

Accounts

P  Time & language




e b

' 20 Command Line
" Actions for Windows 11

Ever since the early days of DOS, the command line has proved to be the ultimate play-
ground for those who aren’t afraid to delve into its murky depths. From the command
line, you can do almost anything - even within Windows 11.

Take Command

The command lines used to be what early versions of Windows were built on top of, but there’s still a lot that
can be done from the old command line. Here are twenty cool actions for you to try out.

To open the Command Prompt, where we’ll enter
the lines of commands, click on the Windows
Start button and type: cmd. The first entry will be the Command
Prompt. Click on this to open it. You can also click on Run as
administrator, which will give you elevated access within the
command line - but we won’t do that just yet.

You can change the colours of the Command Line by
right-clicking the bar at the top of the window,
choosing Properties from the menu, then clicking on the Colours tab.
Screen Text, Pop-up Text and Background can all be clicked and altered
using the colour bar. Green text on a black background is our favourite.

—

2 emd|

All  Apps locuments Web More woy & -

Best match

| n Command Prompt

Search the web Command Prompt

0 cmd - See web resutt :

[ Open

!'_i Bun as administrator
£ Open file location
s~ Pinto Start

£ Pin to taskbar

B “Command Promplt™ Properties

Options  Fonl  Layout Codours  Terminal

u Sosacn Tt Sofociod Goloanr Valws

Soron Baxdopoumnd Fed 18 5
Fopup Tt Grean 161 =

Popup Background Blue 4 E

Sodpcled Screon Colouws
Selected Popup Colours
C:A\WINDOWS» dir

SYSTEM ¢DIR>
=Yo TEM3Z <DIR>

1=l -9%
19-91-33

Opadity
30%

'Weidle)g 72 Thisis the Command Prompt (or Command Line).

It may not look like much, but here be dragons, so
be careful. From this simple interface you can ping network routers
around the world, connect to ancient Bulletin board Services, wipe
your entire hard drive, or start Global Thermonuclear War (extra
points to those who can spot the movie reference).

B Command Prompt

Microsoft Windows [Version 16.8.2200.154 ]
(c) Microsoft Corporation. All rights reserved.

C:\Users\david>_

The current prompt is your specific user account on
the computer. In our case it’s: C:\Users\David, since

I’'m signed in under my name. However, you can change that with the
following command. Enter:

prompt Windows11PCSG

The SG part at the end ensures there’s a > at the end of the prompt. To
return to normal, type prompt.

B Command Prompt




20 Command Line actions for Windows 11

You can further customise the Command Prompt
window by changing its title. By default it's Command

Prompt, but it can be altered to anything you want, by typing:

title Awesome Lines of Power

Obviously, you’ll choose a different title. When you close the
Command Line window, and re-open it, the title will be gone.

B Awesome Lines of Power

Something a little more complex now. If you’re
trying to resolve a driver issue on Windows 11, you
can list all the currently installed drivers on the system by entering:

driverquery /FO list /v

With this you can see the driver module name, type, start
mode, path and more.

B Command Prompt

Sadly, the list from number 6 is often ridiculously
long to scroll through, and you’ll soon come to

realise a lot of available content via the Command Line is quite
expansive. If only there was a way to output the content directly
into a text file...? Try this:

driverquery /FO list /v > driverlist.txt

It makes things a little easier.

| driverlisl - Nolepad

AL I3 TI €T 5 )

File Editl Formal View Help

Module Name:
Display Name:
Description:

13940hci
1394 OHCI Compliant Host Controller
1394 OHCI Compliant Host Controller

Driver Type: Kernal

Start Mode: Manual
o State: Stopped
) Status: oK

Accept Stop: FALSE
Accept Pause: FALSE
Paged Pool(bytes): 4,896
Code(bytes): 229,376

B5SS5(bytes): e

Did you know you can chain two separate

Action 8
- commands together? Also, did you know that

you can launch any of the apps on your system within the
Command Line? Let’s mix the last two entries, and auto-launch
Notepad to view the contents:

driverquery /FO list /v > driverlist.txt && notepad.
exe driverlist.txt

Providing the command after the && part is correct, the entire
line will be executed.

=
-
- |
o
3]
_— Ay

= driverlist - Motepad
File Edit Formal View Help
i

Module Name:

Ll
Disnlay Kams -

13940hci
1394 OHCT Comnliant Host)

The Function keys are great shortcuts to learn

m when navigating the Windows 11 Command Line.

F1 to F9 are used, with each doing a different task and making life
a little easier when dealing with multiple commands, and
commands that contain special characters that can be error
prone when entering.

e F1: Tap or hold this key to retype your last command letter by letter.

o F2: Copies the current command up to a specified character.

* F3: Retypes the entire previous line

¢ F4: Aulo-deleles the current command up Lo a specified characler.

 F5: Similar to F3, but lets you cycle through previous commands.

o F6: Enters the EOF indicator into CMD.

e 17: Opens a list of previously entered commands.

 [8: Similar to F5, but doesn't stop at the end of your command history in the

session. Instead, 1t goes all the way to the start.

* Fg: Enters a previous command by entering a number associated with that line.

Action 10

You’'re able to list all the currently installed

apps on your Windows 11 system by entering
the following command:

wmic product get name

Remember, if the list is getting a bit too long to look at in the
command window, use:

wmic product get name > productname.txt &&
notepad.exe productname.txt

B Command Prompt




20 GCommand IaneactionSiordNindows a1 continued™®

To change folders (or directories, if you prefer) in

' the command window, you’ll need to use the CD
(Change Directory) command. So, to change into the Documents
folder, you would use:

cd Documents

To change back a folder level, use:
cd'l-i-

Note: the CD command isn’t case sensitive, so the following works
just as well:

cd documents

Command Prompt

Action 12 Instead of changing directories within the
command window, you can instantly launch a
command window from within the File Explorer. Simply open the

File Explorer, go to the directory you want to open a command line
window from, and enter: cmd, into the Address Bar. Hit Enter, and a
new command line window will be displayed, in that directory.

Microsoft Windows [Version 18.8.22008.194]
{c) Microsoft Corporation. All rights reserved.

C:A\GDG Gamasy

Action 13 If you’re running low on space, then it’s
recommended that you clean out the Temp area
that Windows 11 uses to store stray and temporary data. You can
enter this command:

del /q/f/s Yotemp%\*

This is your localised temp storage area. To clear out the global
(Windows whole) temp storage area, you'll need admin privileges.

B Command Prompt

Close your current command window, then

¥  return to the Windows Start button and enter
cmd again. This time, however, click on the Run as administrator
option. You’ll be warned if you want to continue, so click Yes. This

is the admin-level Command Line, so be careful in here. To clear
the Windows global temp area, enter the following command:

del /s/q C:\Windows\temp\*

BN Administrator: Command Prompt

Action 15- This one needs you to enable Telnet. Press the
) Windows Key + R, then enter:
pkgmgr /iu:”’TelnetClient”

Click the OK button to install Telnet. Now, in the command
window enter:

telnet ateraan.com 4002

Now you can play a remotely located, RPG game from inside the
command line window.

S a— ]
B Telnet ateraan.com




20 Command Line actions for Windows 11

Action 16 BEaLL: favourite of the Telnet world, is the original 'Nailsl sty [fyoudon’twantto send the output of a

Star Wars: A New Hope played out in glorious ASCII. command through to a text file, which you can
Incredible as it sounds, here it is: then open with Notepad, you can always copy the entire content

telnet tawel*blinkenlights.nl from the command to the Windows 11 Clipboard. This way you

can copy it anywhere you like. Try this:
Remarkably, it’s still better than the most recent trilogy of Star Wars . .
movies. Hit CTRL + ] to exit. lpconﬁg /al” dlp

Now open Word, for example, and Paste the contents in.

B Command Prompt

Action 19 You can scan the core Windows 11 system files for

| ¥ anydiscrepancies or problems by using the SFC
command, but you’ll need to be running the command line window
at the administrator level. Do Run as administrator, then enter:

sfc /[scnnow

The process may take some time.

Administrator: Command Prompt

Action 17 One of the most remarkable Telnet servers
' available is Telehack.com. The server admin here
has recreated most of the original ARPANet for users to explore.
Features include Advent, the original 1976 text adventure, the Eliza
Chatbot, and even the classic text adventure, The Oregon Trail. To
enter it, use:
telnet telehack.com
B Telnet telehack.com
If you ever need any extra help with the

Action 20 , ; i
commands you’'re entering, all you need to do is

ask. By this we mean, enter the command followed by a slash and
a question mark. For example:

ipconfig /?

This will details all the various flags and options you can apply to
the command to get what you want from it.

B Command Promipt

101 EET




- Windows Networking
- Command Cheat Sheet

Windows contains numerous built-in commands for networking. These utilities and tools

will help you discover problems with your network, as well as help you improve
performance and monitor what’s going on.

Netstat Netsat actually stands for Network Statistics.
This command will display connection
information, routing tables and so on. Entering the command

will display what’s going on while you use the network and
Internet. Use netstat -e for interface stats.

The nbtstat command is a diagnostic tool for

NbtStat . o
NetBIOS over TCP/IP. Its primary design is to

help troubleshoot NetBIOS name resolution problems. It’ll
display the human-friendly names of devices on the network
along with their IP addresses.

Tracert Stands for Trace Route and is used to examine
the path to a remote computer, either locally
or on the Internet. For example, entering tracert google.com

will display the hops taken over networking devices to get to
one of the Google servers.

Stands for Address Resolution Protocol displays
and modifies entries in the ARP cache, which
contains one or more tables that are used to store IP addresses
and their resolved Ethernet or Token Ring physical addresses.

Arp




Windows Networking Command Cheat Sheet

Probably one of the most used networking
command in Windows. Ipconfig will display

information on the local computer’s network interfaces, such as IP
addresses (both IPv4 and IPv6), Hostname, gateway and so on.

The Windows Route command allows you to
view the device’s routing tables. To do so,
simply type Route Print. This will print the network interfaces,

IPv4 and IPv6 route tables.
This is a handy command that combines the

Pathpin
best elements of Ping and Tracert. It will

display the latency and packet loss between one computer and
another (either locally or on the Internet), and after 300

seconds display a detailed report.

B Command Prompt

23 :1458:
H‘?‘.—nrlll l .

2001:4860:0:1::1757

m Every network interface has a unique Media

Access Code assigned to it. Some routers are
able to limit connection to the network by only allowing
user-entered MAC addresses in. You can get the MAC address of a
windows computer by entering getmac.

This troubleshooting tool can be used to look
up and diagnose the Domain Name System

(DNS) of a location on the local network or Internet, and check DNS
records propagation and resolution with different servers.

Hostname

If you’re struggling to find the name of a
Windows computer you’ve got on your
network, simply enter the hostname command and it’ll display
the computer’s local name.

This is a complex command that when entered will
put you into a different shell, the Network Shell
(netsh). It’s capable of displaying and configuring information
regarding a computer’s networking setup.

This is a command that can be used to connect to
another computer, or manage a router or switch.
You can send and receive files, send commands and much more.
With Telnet you’re also able to connect to active Bulletin Board
Systems. For example, enter: telnet bbs.balcos.net

Welcome to:
A 99°s Manila BBS

System Operator: Michael Balcs
Nodes: 12

Online: 24x7

Fidonet address: 3:772/588
fsxnet address: 21:1/192

Launched: 12/38/16, 7:03AM, P

Happy BBSing! :)

m Ping is probably the most familiar of networking
command line tools. With it you’re able to send an echo

request to a device locally, or on the Internet, and receive a reply.




Skype In
Windows 11

Although Skype took something of a backseat to Teams during the world-wide
Covid-19 lockdown, it still proved immensely useful for individuals to

keep in contact with
loved ones and friends
around the world.

Q) Skype

Neet Now |

| B A Dovid Hayward
G h .

n Although it’s expected for
you to appear on camera
when using Skype, it’s always best to
remember that you don’t have to. You
can easily connect to a session and

speak or type without showing your
face by simply covering the camera.

| 'H'l_. "'_E'rﬂ :'h ﬂ1- T

1.'1~JE:.c'nd.r_r.5'Es‘}b‘nﬁT 53878...

l Meet Now =
| @*’ Dyayid May yard nias Mt -
| % Saniel Haywarc

,nah Hayward

n This is your Profile, click
the image to open details
about your Microsoft account, as well

as manage your Skype profile.
Further settings are available, along

with Bookmarks and being able to

add call credit in your local currency.
" v,

| HH

mad 1/cet NOW e
I. - h e § AH -‘_.',.-I .l-\.l'l II |

m,rFamxw e,
| -':.;'l'_}l"__ | =

Tl
I—'I 1

d Reviews

n This panel details the
recent chats and calls

you’ve had with others in Skype.
From here you can arrange new
Skype video calls, new chats, look at
your contacts and see any
notifications. Click recent chats to
display the contents in the main
Skype window. You can also run an
Echo/sound Test here, to test your
microphone and camera.

n The main Skype window

Is where all your video
calls and chats will take place.
Grouped calls split the screen
depending on how many people are
in the call, and chats can have

attachments added and viewed -
such as images and videos.




B Skype has been
redesigned in recent years
to perform better, and to offer a more
high-resolution experience. If you
think your video is lacking in quality,
then take a look at the hardware
settings for the webcam and see if

you can improve it.

Skype in Windows 11

n The top bar details the
number of participants,
any images and videos included in
the chat or call, and allows you to
find any specific keyword for
participants. You can also Start a Call,
and add more contacts as you need

from the two buttons in the top-right
of the screen.

It’s worth mentioning that

video quality can often be
degraded due to a lack of bandwidth.
Skype will automatically throttle itself
to keep the connection alive, often at
the detriment of video quality. If you
find this happening, stop any other
downloads from your browser, or
check your Internet settings.

n Use this link to send to
others so they can join in
the conversation. They will need
access to Skype, either as their own
installed app on their system, or they
can use the link to access the call via
the Skype webpage. You can also add
more people via your contacts, or

create specific shared invites.

n You’ll enter your chat and

video message texts in
here. You can also include emoji,
attach files, share contact details,
create a poll, schedule a call, share
your location and access your

OneDrive area to collaborate with
others on content.




Making Calls with
the Skype App

Skype is now a much bigger part of Windows 11 than it once was, and has its own app
that comes pre-installed with the OS. Getting to grips with the different tools in Skype is
fairly simple but learning how to use it more efficiently and easily takes a little more time.

Install and Use Skype

Recently updated, Skype has now been turned into a proper Windows 11 app and follows the Windows

design style more closely.

Step 1 Skype has a dedicated Windows 11 app and this
may be preinstalled on your Windows PC but you

might need to download it from the Windows store. You can also
download Skype directly from www.skype.com as well as check
that you have the latest version available.

m‘:&-} Dowrdoads Susiness  FAates  Help

Use one Skype account across all your devices...

-
L g Ll e 8 L
L&
=
Comgnaior Mobile Tabiet hive WWaaranles ™

Skype for Windows

khjuqllﬁﬂTWIWH\“I_hl.l. 10 chaewarw Por & F o .
s et veled, and PSanng in one Covener place

Wity s Shoppe B, yond cie e e L no-

< WAeprages Dok B e ol il e oo A
o e wvaTyons (Dgeime wilh Inee e e nls
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o Rard pctores and Fley, or nhues yows s

snlile your el and mesagEs 1o ek with anyone
picaang] 1he vegrid

Shype fon Wandiows 1006 arssdy = your oompubey Dl i
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Step 2 Once installed, you will need to sign in to the
Skype app. If you already have a Skype account,
which is completely free to set up, just enter your login details

when prompted. If not, you can go to www.login.skype.com and
create a new account in just a few minutes.

Create account

Phone numoer

_redle password

Use your email address instead

Choosing Mext means thatl you agree Lo the Privacy Slalemen
and Microsoft Senices Agreement.

T4 Skoype cannot be used for emergency calls.
Miicrosoft

Step 3 The Skype window should now be open on
screen. The default view is the Recent
conversations screen but this may be completely empty if you

are new to Skype. The first thing you need to do as a fresh user,
Is to begin adding contacts.

S Rpcent a8

Wegheeday

j Rarssiell ‘Ware
Cab G weccrdds

Fraday
Fird Wahe
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lar Crstsome
* Call Taied, o protem wis Sl Wit .,

( Hello Russell Ware
Bk v ? Ok BOoosinl

Find friends and family

Sumimariee @

Step 4 Click the Contacts button (2nd button down
from the top) and either select the add contact
icon at the bottom of the sidebar or click directly in the search

text box and type the name, Skype name or email of the person
you want to add. Click Search Skype.

———
- Russ Ware °
[ Tt et (o sl Ahsanng ihvtamdl Wil e i Caby OH

Hil Russ ‘Ware, I'd like 10 add you as a confact

thanke for the call




Select your friend from the search results,
assuming you can see them in the list, and

Step 5

click Add to Contacts. Type a quick note to introduce yourself and

then click Send. They will receive a request from you, along with
the message and can choose whether to accept you or not.

Russ
Q7791932718

Public Directory

o Russ
o Russ

Messages Add To F

Favourites

@ Cardea Add to Contacts
[ i
© HiRussel, ho Block Contact

View Profile

Making calls with the Skype App

If you want to make calls to contacts not using
Skype (although you can make calls to mobiles

Step 8

and landlines too), you will need to add some Skype credit first.
To do this, click on your profile picture in the bottom left and
click the ‘Add Skype credit’ link.

Skype Credit

Choose the amount of Skype Credit you'd |ke to add. Your order

Skype Credit £10.00
O £10.00 — =

) £20.00 P8 g
Ershle Auta-recharge when I'm ruani mfj b B oned
DUl Ty (e urd i I Er] i

Step 6 ectal
and then either instant message them or start a

voice or video call. If the contact you click on has Skype, the call
option buttons will appear in the top right corner of the window.
Click the relevant button to start a call.

Skype instant messaging makes it easy to keep

in touch with your contacts and groups
wherever they are. You can share files, photos and contacts. To
instant message one of your contacts, select their name and
start typing at the bottom of the main window.

You can select any contact from your contacts list
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Skype also now includes Bots. Bots are artificially

Step 9 SEYPE
intelligent programs that can do many useful

things like search for news, summarise webpages, play games
and more. You can start chatting with a bot just like you chat with
friends, just choose a bot and click Get started.

AN Bty
Asgictand @ Tooms

@ oy pevsnndl mAvenaied wrlual sacstand that e . -.? = .
T A Assistant @ Zoom.ai
Bayrma B

m Yot pemrsrenal Bealtl ke Veeniliest I
Ih= erece B Seailabile i the UG ooy CIEE i) g :
BEF Chalr &
ety e WL i i UM O, [ Getstarted

Your personal automated vinual assistant that can schedule meetings, prepare for meetings, get you warm introductions to people you
wiand 1o meeed, find traved 1o and fnom mestings, and more.

Capabilities
Hire s what you can do with this botiend instant metsages, tend files, send Mojis, send photos, add Bot to group chate [this ot
PECERES Measages sent to it using BAssistant @ Zoom,ad),

_ Privacy
i T

v Thies bat will have atcess bo your display name, countryregion and language, messages, voioo calls and any other content that you or
other participanis share with the bot. This bot may also provide web Bnkes from third parties,

Bots vary in how useful they are but some are

Step 10 _ :
well worth taking a look at. Take the Bing News

bot for example. Add this and then type a word (“Crime” for
example) in the conversation window. The bot will return news
stories based on that subject.
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Using the
Cloud Clipboard

Copying and pasting is something we all do. However, what do you do if you need to copy
the same few things again and again and how do you copy content across your devices?
The new Cloud Clipboard solves both of those problems in a single, simple interface.

A New Way to Copy + Paste

The Cloud Clipboard gives you a new way to cut and paste. Simply press the Windows key +V at any time
and you’ll see the Cloud Clipboard panel appear in the bottom corner of the screen.

Before you can use all the features of the Cloud
Clipboard in Windows 11, you will need to
enable them in the settings. Go to Settings > System and look for

With the Cloud Clipboard settings configured to
how you want, you can start using the feature.
Just like the old clipboard, things are added to it when you copy

Step 3

the Clipboard section. You can turn on the clipboard history
using the slider toggle. To sync across devices, click ‘Get started’.

System > Clipboard

[; 5:||'I'IE A0S !r'l:ll'.ll' devioes
Paste texn rom vour PC 18 supg

I gur -!'.|I|.'Ii'.I-L'HI'H ata .
Pimmed fams wan e Chear

Clipboard histary

l:.:l Privacy Statement '
earn how clipboarg keops your daka sal

Related links
Gt halp with clipboard >
|:| How 1o seamlessly transfer content between your devices &2

something. This can either be by pressing Ctrl + C with some text
nighlighted or right-clicking on an image or file and selecting Copy.

=IO, ¥

hill-country above Fredricksburg seen in a mist of winter rain”. (The Coming of Conan the Cimmerian, 2003).

The poem was first published in The Howoard Collector (Winter 1965] and most recently published in The Coming
of Conan the Cimmerian [2003).

| remembe

The gl
m Select All
Prird Sebection

[akd Seraanshod

n the passes.

Search Google for “Chmmena | reme. "

TRl  view Selection Source

m Infppct Accestibality Proparties

& rugged peak and gazed. his shaded eye

aw but the endless vista = hall an Full,

Slope beyond slope, each hooded like its brothers.

Step 2

whether you want to enable automatic syncing across devices or
not. If you want to be able to sync the clipboard to your phone,
you will also need to download and install an app on that device.

account (if this is requested) and then choose

Follow the instructions to confirm your Microsoft

Step 4

o —-—
/s logo key B8 + V to view your clipboard history and paste from it

a5 Microsoft

davidhayward

Verify your identity

| don't have any of these

Cancel

Ly

The difference now is each thing you copy is
stored in the clipboard, rather than being
overwritten by the next thing you copy. To see the things stored in
the Cloud Clipboard, press Windows Key + V. In the new Cloud
Clipboard window, you will see a list of the things you have copied.

— -}{
® © @ ) ¥ 8

Clipboard Clear all

(You start in your Hobbit Hole, a “comforta -
ble tunnel like hall")

Cimmeria

&
| remember >




Step 5 The things you have copied can be made ready
to paste by selecting them in the Cloud
Clipboard. You can then use Ctrl +V to paste or right-click and

select Paste from the menu. When you select something in the
Cloud Clipboard, it remains there to be pasted again.

Right to left Reading order
Show Unicode conbiol characlers

Insert Unicode control character >

Open IME

Using the Cloud Clipboard

Step 8 Pinned items even remain in the Cloud Clipboard
when you restart your computer. The only way to
remove them now is to unpin them from the clipboard. To do this,

highlight the item again and click the pinned icon. Copying
something that is already saved in the clipboard doesn’t overwrite it.

O © =

Clipboard Clear all

(You start in your Hobbit Hole, a "comforta
ble tunnel like hall®)

Cimmeria

| remember *

Step 6 You can clear the items from the clipboard easily,
either by opening settings > System > Clipboard

and clicking on ‘Clear clipboard data’ or by opening the clipboard
window and clicking the ‘Clear all’ button. Once the clipboard is
cleared, you cannot recover the copied data.

Clear clipboard data

. : : _ . Clear
Pinned items won't be removed on this device

O Privacy Statement

Learn how clipboard keeps your data safe

Related links

Get help with clipboard

D How to seamlessly transfer content between your devices

m Syncing clipboard data between devices works
using the same Microsoft Graph technology that
powers the Timeline, introduced in Windows 10’s April 2018

Update. You need to be signed into both devices with the same
Microsoft account for this feature to work.

Step 7 If there is copied data in the Cloud Clipboard that
you think you will always need to keep, you can pin

it. Pinned items in the clipboard do not get cleared when using the
methods described in the previous step. To pin something, move
your mouse over the item and then click the pin icon that appears.

M & B - % H

Clipboard Clear all

(You start in your Hobbit Hole, a "comforta
ble tunnel like hall")

Cimmeria

| remember »

DAVID HAYWARD
Administrator

Adjust your photo

m Choose a file

Account settings

Microsoft account

Windows is better when settings and files automatically sync

Step 10 If you select ‘Never automatically sync text that |
copy, you'll have to manually choose what you
want to copy. To do so, open your Clipboard history with Windows+V,

hover over an item in your Clipboard history and click the
cloud-shaped Sync to Other Devices icon.

I-_='1 Sync across your devices
Paste text from your PC to supported devices

| Automatically sync text that | copy

Manually sync text that | copy

Clear clipboard data

Pinned items won't be removed on this device

O Privacy Statement
Learn how clipboard keeps your data safe




Facebook App
on Windows 11

Facebook’s popularity peaks and falls with alarming regularity throughout the
course of the year. However, it’s still one of the most
used social media platforms. Naturally, an app is
available for it in the Windows Store and, once signed
in, it offers the user a wealth of options.

{'_

Recent searches Edit

N
Dawi
.9 Lihcgate Boyir g . e vid Hayward
L

- S\ & Find Friends
Withiﬂ thE app yDU can u Most recent
' search for people, places, O wo
companies and Facebook pages from
the Search function in the top-left of © Mesenger -
the app. A list of recent searches is D Groups 6
C r.spl.ayed, whu:‘h’can be cleared by B -
clicking on the ‘x’ next to the name,
or by clicking on the Edit link. ) memaris o
& > . i eate
s ~ M Pages Clare Louisa 2,
. v  Sea Ladybir
n The options to the left of o O -
the main timeline Feed o i oottt e
allow you to switch views, browse the AL |
. !} Eﬁrl'mv-in-FUmE.h. in Old p Venue: A
Marketplace for a local bargain that o Hair Jess Rotae,

someone is selling, look for Facebook
Groups setup by likeminded
individuals, Watch Facebook Videos,
Find Friends, look back at your
previously posted Memories and

much more.
W =
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n The Your Shortcuts section
Is where you’ll find quick
launches to Groups and Pages you’re

a member of or have Liked on
Facebook. This saves you trawling
through your Facebook Feed to find
any relevant new posts that may
have appeared while you’ve been
away, or have missed. You can edit
your available Shortcuts by hovering
over the section and clicking Edit.

n This is your main Facebook
Feed, where you’ll post your
own comments, videos, photos and so
on, and where you’ll see your friends
posts and any Groups or pages you’ve

Liked and signed up with to receive
notifications. You can create video chat

| rooms, and quickly see who's currently
online via their profile image.




Facebook App on Windows 11

Friend Requests; Pages, which covers items like invitations and where you can
create your own unigue business page; Watch, which displays Facebook’s
video library from around the world; and finally Groups, where you can browse
groups you’re a part of, and find new ones. Further to the right is your Profile,
followed by Menu (detailing all of Facebook’s functions), Messenger for private
and group chats, Notifications and finally Account settings.

The top bar options include: Home, your main Facebook Feed;
Friends, where you can find new Friend suggestions and manage
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Sometimes, the App version
of Facebook won'’t display a
post from a friend properly. This is usually
when a video or an animated GIF appears
in the Timeline. If this happens, try
refreshing the Feed, and if it still doesn’t
work, then open the Feed in a browser to
check if it’s loaded properly.

-

It’s easy to search through
your friends by clicking on
the magnifying glass icon in the
Contacts pane. Simple start typing their
name, and Facebook will begin to drill
down the choices available. All you
need now is more friends - unlike us!

n It’s always responsible to

mention that safety on
Facebook is paramount. Don’t let anyone
persuade you into divulging personal
information, or passwords, and don’t
accept friend requests from people you
don’t know or recognise.

n The Contacts drop-down
link will display all your
friends, and whether they’re online or
when they were last online. You can
click each contact and start a
Messenger text or video chat with
them, or click the Create New Group
link at the bottom to group individual
Contacts together for a group chat.




Twitter App on
Windows 11

The Twittersphere is often a
place for some very interesting
discussions, but also a haven
for news that’s not published
In the mainstream media. Like
it or loathe it, Twitter has its
uses and is freely available in
the Windows Store; so you too

can join the ‘debates.’.

n The menu on the
left-hand side of the

Twitter app will give you access to
everything from your profile setup
and management, through to
exploring trending Tweets. Plus, any
Notifications you’ve had from your
own Tweets, DMs (direct Messages),
Bookmarks and Lists you’ve made,
and quick links to privacy settings,
analytics, ads and a help centre.

n The Tweet button brings up
a pop-out window where
you can enter a new Tweet, and post it
for the world of Twitter to see,
comment on and hopefully like. It does
exactly the same function as the What'’s
Happening section at the top of your
Twitter Feed, so it’s a little redundant
these days - it seems to be left over
from older versions of the platform.

B Your Twitter Feed, where
you can view your own
posts, as well as those who you've
liked and followed, alongside any
advertising the company decides to
place on your Feed. It’s from here you
can like, comment, share, delete,
report and generally remark on how
you feel about the current
government or whether aliens exist
or not.

.-.F"-'- - e _._ .
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Twitter App on Windows 11

' B, y Y
n Don’t Feed The Troll! If you B Like Facebook, or any other
engage on Twitter, you’ll likely social media platform, safety
come across, sooner or later, someone who comes first. Don’t be fooled into giving
disagrees with you on such an extent that away personal details, don’t be
things get a little too personal for comfort. click-baited into clicking on links you can’t
If this happens, back off, and as the saying identify, and always be on guard for those
goes, don’t feed those trolls. who try to scam others.
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n Who to follow displays a
brief list of people who

Twitter thinks you’d like. Some of
them may already follow you, but
you don’t follow them back, whereas
some are promoted by Twitter to
help boost their follower numbers.

n The Messages section here

is collapsible, and
contains all the current and previous
Direct Messages you’ve had over your
time on Twitter. Open it, click a

person, and you can continue the
message or start a new one.




WhatsApp Desktop
on Windows 11

WhatsApp has proved to be a
vital addition to many of us in
our daily digital lives. It’s used to
keep in contact with family,
friends and work colleagues, and
thanks to its high levels of
encryption and easy to use
interface, it can be used by even
hardened technophobes.

n This section displays your
WhatsApp profile picture,
as well as enabling you to start a new
conversation with any of your
WhatsApp contacts, or start a new
Group chat. Click the Plus symbol for

a new chat, or the three dots for
more options and group setups.

Whitmans Chat
Ned: Yeah, \ think | know wha...

, Sreve: Greal, thanks!

n These are all your
contacts, along with the

last comment they made on either the
group chat or with you individually.
You can see when they last
commented, as well as be informed
on any profile status updates they
may post about themselves.

B Scroll down the contacts
list for more, and you can
also use the Search bar at the top of
the contacts list to look for
individuals; and even start a new
chat. Click an individual to open

more options, such as mute, archive,
delete or pin to keep for later.




WhatsApp Desktop on Windows 11

n WhatsApp has the unique
ability to encrypt all of its
point-to-point communications. That
means anything you post in a chat
with someone else is encrypted to
the highest current level, AES-256
Military Grade. r 2

- 7 B This section displays all
the contacts currently

involved in a group chat, as well as
the name of the group you or
someone else has created. From
here, you can also attach any photos
or videos, or click the three-dots
more options.

[hitrnans Chat |
\ice. Frandis, Yack, Margot, Peter Royal, Z\ssou

n The main part of
WhatsApp, this is where all

the chatting takes place, as well as
any media you or a member of your
contacts will upload. Your comments
are highlighted to the right of the
chat pane, whereas your contacts are
put to the left of the pane. Photos
and videos can be clicked to expand
and then viewed.

Enter your chats in this

box, and then they’ll
appear in the main chat window.
You can also click the microphone
icon to begin a voice conversation.
This is handy, as the voice
communications are as encrypted as
the text communications. Clicking
the smiley face icon will open the
available emoiji list, where you can
insert all manner of strange and
useful iconography.

= AL
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n There’s a rise in WhatsApp

scamming incidents, so if
you find yourself being asked to join
a group by someone you don’t know,
or someone you don’t know is trying
to add you, opt to ignore or delete

them as soon as you can. Scams can
be quite clever, so on be your guard.




Windows 11
Touchpad Gestures

There’s so much you can do with gestures, and Windows 11 has greatly improved the
technology over its predecessor. Some apps have their own, unique, gestures, but the
default and majority are listed here.

Touchy Feely

Gone are the days where we paw ineffectually at our screens, like a cat trying to capture a video of a bird.
Windows 11 gestures encompass nearly every aspect of the operating system.

Touchpad Gestures

Here are the main gestures for use on Windows 11 touchpad
laptops. It’s worth noting that some of these gestures will
only work with new precision touchpads. To find out if your
laptop has one, click Start > Settings > Bluetooth &
devices > Touchpad.

Select an item
Tap touchpad

Gestures

Show all open windows
Swipe with three fingers up on
the touchpad

Show the desktop

Swipe with three fingers down on
the touchpad

Scroll
Place two fingers on the touchpad and
slide horizontally or vertically

Switch open apps or windows
Swipe with three fingers left or right on
the touchpad

Zoom in or out
Place two fingers on the touchpad and
pinch in or stretch out

Show Context Menu Switch desktops
Tap the touchpad with two fingers or Swipe with four fingers to the left or
press down in the lower-right corner right on the touchpad

Note: Remember, some laptop manufacturer touchpads may operate differently to others. That shouldn’t be the case, but for a long
time there was little standardisation. This doesn’t happen so much now, but if you own an older model laptop that works with
Windows 11, then you may experience some problems or simply different gestures depending on the touchpad device you’re using.
In such circumstances, it’s always best to consult the laptop manual, or see if there’s an updated BIOS or driver to apply.




Windows 11 Touchpad Gestures

Other gestures Swipes

Choose what each gesture does Switching apps

Three finger gestures
Four finger gestures

Touchscreen Gestures
T A Multitasking view

You can use these gestures on the touchscreen of any of your i Tr e

modern Windows 11 devices. To turn touch gestures on, click
Start > Settings > Bluetooth & devices > Touch > Three- and

-

-

A Multitaskin
Vv  Show desktop -

T
ﬁ.
i Vv  Show desk]

four-finger touch gestures. ‘\ w < switch apps

1 |

Gestures

; Show the desktop
Select an item Swipe with three fingers down on
Tap the screen the screen

Scroll
Place two fingers on the screen and
slide horizontally or vertically

Switch to the last open app
Swipe with three fingers to the left or
right on the screen

Zoom in or out
Place two fingers on the screen and
pinch in or stretch out

Open notification centre
Swipe with one finger in from the right
edge of the screen

See widgets
Swipe with one finger in from the
left edge of screen

Show Context Menu
Press and hold the item

Switch desktops
Swipe with four fingers to the left
or right on the screen

Show all open windows
Swipe with three fingers up on the screen

= i a il
it ol ol




Essential
Windows 11 Apps

The new Windows Store is crammed full of useful apps for your computer. You’ll find
nearly everything you’ll ever need in here, from music to movies, performance to
productivity and coding to collaboration. Here are some of the top Windows 11 apps we
think are worth taking a closer look at.

Minecraft

Cited as one of the greatest
video games of all time,
Minecraft is now
considered an
essential app for a
huge number of _
Windows 11 users. You s = e ML i
don’t have to be an avid | :_*-‘ Minecraft 10
gamer, nor do you need AR Collection
to of a certain age, Minecraft =8 i | s
allows you to freely explore a world - 3 f S v s
that’s estimated to be bigger than the A% 2 <
surface area of Neptune_ - Bt i seiclpmmti gl e bioai P e

- Pach, Skin Pack 1, and Willaing Skin Pack Ak gt TO0 Mirecoirs 1o use in the in-game Marker place!

Code Writer

o

Screenshots

If you’re interested in

learning how to code on
Windows 11, then
you’ll need a
comprehensive IDE
(Integrated e
Development
Environment). Code
Writer is one of the best

T it Rt

freely available IDEs with over twenty A0 ==
syntax-highlighted file types that support |
HTML, CSS, Python, C++, Ruby, SQL, C#, g~ | Pt

VB, Perl and many more.

Tik Tok

TikTok is a video-based social
media platform, where
individuals post quick
videos of themselves
dancing, creating
something, or

commenting on
something important. It’s
popular with the younger generations,
but us older ones do have some input
from time to time. There’s more content
on here than you see in one lifetime, so
take a look if you’re interested.




Netflix

The king of the streaming services, Netflix has

become one of the most installed apps across
.- any platform. Watch your favourite films, and
| N ETFLIX binge on top series until the wee hours of the

morning; there’s something for everyone

within the ever-growing genres on Netflix.

Don’t forget though, after the first month,
Netflix is a paid subscription service.

Unlimited Entertainment

Watch all you want for one low price

WhatsApp Desktop

~ WhatsApp has increasingly become an

essential part of communications between
colleagues, friends and family. Thanks to
encrypted chats, group communications,
and voice and video calling over Wi-Fi, it’s
easy to see how important the app is in
today’s modern, digital world.

Wihatrrsans Chat
Med: Yeah. | think | know wha
e Stewart Family
wheve: reat thanks!

% Alice Whitman
"@ lack Whitman
- Yo Souncds O al!

e

Any plans for tonight?
Lunch Growup L .
ArE miChe, cgoe Ninalmente pouso
i a3 T F— . W e i
i Pt definitely feel like surfing today
Mice! | defintely feel like surfing

Tanight is the move night! How about this

i.; Peter Whitman one! "9 ¥ [ @5
':- Y g3h inime | Eme wire

& Stewart Famiby )

Lisboa is fantastic! g

Description

With WhatsApp on the desktop, you can seamlessly sync all of your chat
convenient to you.

Ratings and reviews

Essential Windows 11 Apps

Adobe Photoshop Elements

Unleash your inner digital photographer and
artist with Adobe’s Photoshop Elements. If you
don’t want to go down the Adobe Photoshop
Professional route, then this is the app for

you. There’s tons of features available that

will greatly enhance your photos and unlock
your hidden potential. It costs £83.49, but there
are often deals available, so keep checking back.

-

Screenshots

Adobe Photoshop Elements

Adobe Inc.
Description
SAVE £16.70
EEA8 « 2% alf « through
14202 intelligent editing. Flawless photos. Cool creations

Fallow your creative [nspiration wherever it leads
With Adobe Sensei Al technology® as your creative sadekick, you can
Eree irial "] Add mation to your stalic images, .1|,|'.;|-1'|:|1-d.'.:-||:,.' colomre photos, cefect a :l_lhjﬁ'r weitl

Make inspirational animated Quote Graphics—agreat for sockal media
Chscover 58 easy Guided Edits that help you
Create modern ductones, perfect your landscape phofos, remove urmeanted nhjn't'.,

14 % 18 gussswark..
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Network Speed Test

Working from home over the last year has
proved just how vital our Internet connections
really are. The slightest drop in connectivity
can cause havoc, especially when you have
deadlines to meet and gigabytes of work to
upload. With Network Speed Test you can
closely monitor your bandwidth, and ensure
you’re getting the maximum from your ISP.

Network Speed Test

Last lest (6/25/2013 2:52 PM) Current netw

Connection type
4 Ethemet

Intermet status

Intermat access

Hixst mame
saganeal-desk(t redm

Metwork delay

40 s




Essential Windows 11 Apps continued...

Microsoft Flight Simulator

If you’re into a different kind
of gaming on your PC,
then why not give
Microsoft’s latest Flight
Simulator a try? This is
the next generation of
the famous, and
long-running sim, and
features incredible realism and
graphics that will blow your mind.
According to Microsoft, the sim uses
actual satellite terrain footage, so you
could fly over your own house!

Spotify

With a catalogue of music
numbering the tens of

, thousands, Spotify
enables you to browse
everything from Abba to
ZZ Top. You can go free

and tolerate the

occasional ad break, or pay
for a Premium subscription and play
across multiple devices without any ads.

Global Top 50

Drawboard

Drawboard PDF allows you to mark-up, &

read, edit and annotate any PDF. You N g “» DrawboardPDF g
can create hyperlinks, linking text to B A iV f*.i"
web pages, or other PDF pages within B SLANNDT (S "3 Ak das
the document; add grids and lines to
enhance note taking; including ,_
engineering line styles; choose colours for 00
annotations, and much more. It’s free, but

there’s also a paid for Advanced Toolset drawboard.com/pdf
you can buy to further the experience

Audible
i Audio books are a great way
/ \ to get into the classics, as

EXl-1 - MATIVE FLORE AND FRUNA

PDF markup tools to__
help you work wonders)

well as new and

upcoming titles without

having to pick up a book

and read it. For many,
that’s an ideal setup, as

work and life can get in the way

of a good book. Listen to the Adventures of
Sherlock Holmes while doing your work, or
The Handmaid’s Tale during your break.
Audiobooks from Audible will open even
greater worlds for you to explore.




Despite being the newcomer to the streaming

video service model, Disney+ has quickly
—
%I‘éNEFJ i

become one of the most downloaded apps in
the Windows Store. With shows such as The
Mandolorian, What If..?, and WandaVision,

you can catch up on everything that’s Marvel,

Star Wars, Pixar and National Geographic.
Remember, though, it’s a subscription service.
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MANDALORIAN

n 1. Chapter 1! The Mandalorian
§
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Say what you like about Twitter, you can’t

ignore the fact that it’s often better informed
than the news presented on the TV or in the
paper. Instead of going to the website, install
the app, and you can join the many millions
who always seem to take the opposite view
from you; and end up shouting at each other.
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Essential Windows 11 Apps

VLC

Known as the Ultimate Video Player, VLC can
play pretty much anything you throw at it
without the need to install extra codecs. This
particular version is cut-down slightly, so you
won’t be able to play DVD or Blu-Ray discs,
but any digital media file can be played
without a problem - and it’s free!
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Python 3.9

Python is a powerful programming language
that’s easy to learn and use, and can be
found throughout the Internet, as well as
onboard the ISS. This is the latest version

of the free-to-use language, and can help
open many doors for you in terms of career
opportunities; as well as just enjoying
learning how coding works.

o

Python 3.9

Python Soltwane Foundaton

Description

Python is an easy to leam, powerful r.:-'uglﬂrllnl'l'g language. It has efficrent high-level data structu
ariented pr nq amiming P".."I:h & glegant 5 l,-1'| and dynamic typung, together with fs interproted
apid apphicatoon development in many areas on modt plathonms

Pythvon 15 B0 eady to bearn, posweriul
programming language. |i has effickent high Expected your exrsting copy of Pyihon to run? Either updale your FATH 10 raise its prionly, or ope
leved data structures and a simple but effective dizable the shomouls

The Python interpreter and the exte e standard hbrary are freely available in source o binar w i
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Maintain
and Protect
Windows 11

What do you do if you’re hacked? How do you protect your
devices on a public Wi-Fi? What is encryption? These and many
more questions are answered throughout this chapter, as you
begin to move into the more advanced user techniques and
skills needed to make Windows 11 both secure, while keeping it
In tip-top shape.

Learn how to manage your system’s memory more effectively,
how to create a system image, manage your privacy and get
much needed maintenance and performance tips.



E Using the Windows 11
Defender Tools

The Windows Defender set of tools may not be quite as comprehensive as one of the
bigger Anti-Malware suites, such
as BitDefender, but it does a good
job of protecting the average user
from the wealth of nasties out in
the Internet.

Windows Security

Security at a glance

g () Home See what's happening with the security an
‘P,:.lgltsegtti.'l;l:‘reat I and take any actions needed.
This is where to check and scan for viruses O Virus & threat protection

and other threats to your Windows 11
security. Here you will find tools for
preventing viruses and other malware from
ever taking hold of your computer, as well
as the tools needed to check for anything
which already got through your defences.

Account protection

Firewall & network -. Q

App & browser control

Virus & threat protection
No action needed.

CJ) Device security

| @ Device performance & health

Account Protection

-. ©  This is where you manage
account and sign-in security for Windows
11. This includes the Microsoft account
you are signed in to (or the option to sign
in to one), Windows Hello and Dynamic
lock. Clicking on any of the options here
will simply take you to the relevant area of
the main settings.

i & Family options r

@ Protection history

App & browser control
No action needed.

gk

Family options
Manage how your family uses
their devices.

Device Performance
- & Health

Displays issues with the health and
performance of your computer, including
the status of the Storage capacity, Apps
and software and the Windows Time
service. This is also where you come if you
want to begin the process of performing a
Fresh Start on your computer.

Family Options

. The Family options feature in
Windows Security provides you with easy
access to tools for managing your
children’s digital life. Use Family options to
help keep your children’s devices clean
and up to date with the latest version of
Windows 11 as well as protecting your kids
when they’re online.

£33 Settings




d health of your device

Account protection
/. No action needed.

]

Device security
View status and manage
hardware security features.

—/’0

0

Protection history

View latest protection actions

and recommendations.

Using the Windows 11 Defender Tools

(3

Firewall & network

protection
No action needed.

<

Device performance &
health

No action needed.

n Apps & Browser
Control

This section contains the settings for
Windows Defender SmartScreen. This
helps to protect your Windows 10 device
from potentially dangerous apps, files,
websites and downloads. It also includes a
link to download Application Guard and

lets you control Exploit protection.

Firewall & Network
Protection

Windows Defender includes three firewalls,
for: Domain network, Private network and
Public network. You can turn each of these
firewalls on or off at will, although you will
normally only be connected to one type of
network at a time (if you are at home,
usually a Private network).

.. Device Security
Despite the title, this isn’t really
a hub for device security. You can learn
more about Core isolation (virtualisation-
based security) and enable the memory-
integrity feature, helping to prevent
malicious attacks to core, high-security
processes. Note: The exact options here
can vary depending on device.

Protection History
The Protection History option
really speaks for itself. In here you will find
a history of all the actions and
recommendations that the Windows
Security system has discovered. You can
look through the history and see if any
trends form, so you’ll know what to avoid
in the future.

Windows Defender Dashboard

The dashboard is the main screen of
Windows Defender and opens when you
click the “Defender shield” icon in the
taskbar. It lets you check the security of
your computer at a glance, but doesn’t
really give you much information beyond
whether an action is needed or not needed
within the various security sections.

Ideally, you want to see a green tick on
each section of the dashboard.

If you see a warning symbol, there are
suggested actions that you should take a
look at, while a red X means something
needs your immediate attention.



What To Do if
You’re Hacked

There are literally hundreds of millions of email
addresses and account details stolen by hackers
each year, sometimes in a single massive breach,
such as the Equifax attack from a few years ago,
but sometimes directly from your own computer.

Being the victim of a hack sounds scary to most

people, but while you should take it seriously,
there is often no need to panic. If you think you
have been hacked, just follow the instructions here
’ to get your online life back on track.

38 www.bdmpublications.com




How Will You Know?

You may hear about a big data breach in the news, or from

friends and colleagues, and if the company hacked is one you
have accounts with, it is worth following all of the steps
below just in case. Often, the first you will know about being
hacked is a call from your credit card company or bank about
unusual activity, or from friends/relatives suddenly receiving
strange requests for money from you.

Many of the large email providers, such as Gmail, will alert
you if there is a new login to your account from an
unrecognised location or device. Or you may simply find that
you have been logged out of an account and your password is
no longer working.

The most important thing is not how you discover how you
have been hacked, although we urge you to keep a close eye
on all your online activity, but how you act immediately after

you find out.

You can check if your email address has potentially been
involved in a data breach by entering it in to the Have | Been
Pwned website.

https://haveibeenpwned.com/

What To Do Next

Even if you think only one account has been targeted, you
should still move to protect ALL of your important accounts.
This is especially true if you main email account has been
breached, or if you use the same email and password for all
of your online accounts.

Change Your
Passwords

The very first thing you need to do is change all of your
passwords, especially for your email account, banking
accounts, credit card accounts, PayPal, etc. Many online
accounts now offer 2-step verification, which adds an extra
layer of security by sending you a passcode each time you try
to log in. If this is available, set it up as soon as possible.

If your email account password has been changed by the
hacker, you will need to contact the provider and prove you
are the rightful owner of that account. For Gmail, there are
instructions for recovering a hacked account on the Google
support pages (https://support.google.com). The other
main email providers should offer similar advice.




This includes banking, email, onliné shopping accounts,

especially if you use the same password for multiple logins.
Check your email inbox and sent mail box for things yottha
signed up to or sent. Think abeut how you recover a
password on almost any website: You request a pass!
to your email address. If someone has got hold of acces:
emails, they could do the same.

Look for any unusual activity at all, and if you spot some,
contact the website or company to let them know your account
may have been breached. Often, they can help you'sort it out
the fastest way. ‘

If your email account has been taken over, and the passﬁg
changed, you will need a way to prove that you are th,"’i’ight‘ul
owner. This is why it is important to have two ssii{rﬁgemai

addresses, as you can usually use a second emailladdress as the

alternate contact for the main address. o
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Hacked Accounts

My Account

Check your bank and
Credit Card Statements

Check both your bank account and credit card statement for
any unusual activity (online and immediately if possible, but if
not contact your bank/credit card companyiand ask for a
statement). It is also worth informing both your bank and credit
card company what has happened, so that they can beaware
and alert for any unusual activity in the near future.

Having to get new cards issued may be a hassle, but it is less
hassle than trying to sort out the mess left when a’hacker starts
buying things using your card details.

Recover Your Accounts

Major companies such as Google, Facebook, Twitter ana
Microsoft are well aware of the possibility of accounts being
hacked, and most offer processes to get the account back to
normal. Indeed, the company may well be the first to realise an
account has been hijacked and shut it down for you. Head over
to the homepage of the website in question and check the
knowledge base/help desk for advice on what to do next.

Just remember that if you get an email from Facebook, Twitter,
etc., telling you that your account has been breached, make
sure that it is legitimate and not someone phishing for your
login information.

You can read more about spotting
scam emails at https://
bdmpublications.com.



N\ Notifications = Menu

Scanning for malware... 2 &7

SVC: amdxata > C:\WIN.2\drivers\amdxata.sys

Scan For Viruses
and Malware

If your computer has been infected with a virus or malware,
this could be where the hacker got your details, so none of
the steps above are any use if the underlying source of the
breach is still sitting on your device waiting to send all of
your updated information to the hacker. Run a complete
virus scan, using reputable scanning software from the likes
of Norton, Kaspersky, Panda or McAfee.

LI McAfee

AntiVirus

Essential protection
for your PC

1 Year Subscrnption

> -] 169

If using Windows 11, then the Windows Defender tool offers an
Offline Scan, whichcan find even particularly well-hidden malware
on your computer. This scan will take at least 15 minutes to complete,
but is the most in-depth scan offered by the free anti-virus software.

Contact Friends, Family
and Colleagues

If you think that your email or social media account has been
hacked, contact friends, family and colleagues top let them
know. There have been many cases where a family member or
friend has received an email supposedly from a stranded
person, asking for help (in the form of money) so that they can
get home. Making people aware, means they will be less likely
to fall for this sort of scam.

www.bdmpublications.com




Using the Windows 11
Task Manager

The Task Manager is a very useful tool but even if you have been using Windows for some
time, you might never have looked at it before. The Task Manager contains information
on PC performance, the number of running apps, how many processes are pulling power
from the processor and much more.

E—fl"___ =

- N M Task Manager
File Options |
P r o c e s S es Ta b Processes Performance App history Startup Users Detodls Services
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Process List

With the Processes tab selected,
a list of all processes is shown. Processes
are bits of software that run in the
background, either running or waiting to
run when a corresponding action is taken.
As you can see from the list here, things like
Cortana and AVG are shown; these you
would obviously want to leave.




Using the Windows 11 Task Manager

View Options

The View options at the top of the File Options  View

Task Manager window allows you to Processes Per Refresh now lup Users Details Services
do several things. You can manually i s
refresh the current tab and also | Group by type 2% 45% 4%
change the automatic update e Expand all | CPU|  Memory Disk |
speed. For example you can change  [NSHRE)
how the processes are displayed.
Either by grouping them by type,
expanding or collapsing the list, or > @ Google Chrome (12) 0.1% 1,719.1 MB 0 MB/s
showing status values. > i 0% 312 MB

Collapse all

Status values > Show suspended status
> <« GNU Image Manipulation Progr.. | ® Hide suspended status /s

Performance Tab
Another useful tab in the Task
Manager is Performance. This gives you a
real-time performance overview, allowing
you to pinpoint exactly how well your
hardware is coping with whatever you are
doing at the time. If Task Manager is the
only app open, the performance chart
should be very stable but if you are running

several apps, it will show any power spikes.
\ v

Resource Usage

If you find your PC becoming
slow and sluggish during normal use, you
may have too many processes running. By
looking at the resource usage chart, you
can see exactly which apps are taking up
the most processing power, physical
memory, disk space and even network
bandwidth. If something is particularly
resource hungry, you can right-click and
stop it.
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Fewer Details

You can view a limited version of
the Task Manager by clicking on the “Fewer
Details” button at the bottom of the
window. This makes the window small
enough that it can be left open, in the
corner of your desktop for example, but still
show relevant information. You can get
more information at any time by clicking
“More Details”




Monitor Tasks with
the Task Manager

If you have a program that isn’t working, want to control what starts up when your PC
does or you want to see what’s running on your PC, then Task Manager is the place to go.
Access it via the Power Menu (right-click on Start) or by pressing Ctrl+Alt+Delete and
selecting it from the Security Options menu.

Manage Your PC

Task Manager is a lot more complex than it used to be and it’s now a useful insight into your PC and app
performance, allowing you to check anything from Wi-Fi usage to app crashes and much more.

Task Manager starts life as this fairly unassuming
little window. If you have an app that is
unresponsive, select it and click End Task. Beware that if you do this
to an app with unsaved work in it, you will lose your work. Clicking
the More Details button will expand the Task Manager window.

El calendar

@ Microsoft Word (32 bit)
E People

E Photos

€ skype (32 bit)

(v More details

This window is a little more complex, but the ‘Apps’
part of the window is essentially what we were

looking at in Step 1. Now the apps have been joined by background
processes. Your PC will most likely be running tens of these unless it’s
box-fresh. Here we’ve got 41. These are things such as Cortana,
which runs in the background, and our trackpad software.
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You can see what system resources each app is
using in each column. Here Excel is using around
74MB of memory, for example. Memory use is almost at its maximum,
as you can see at the top of the column. Maxed out resources are no
bad thing - after all your PC is there to be used - but when apps
crash, they are usually using resources and not relinquishing them.
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If an app crashes, then you need to select it and

click End Task as before. You should always try
and give it time to recover (especially if you will lose work). Now
we’ve clicked the Performance tab at the top of the window and
we can see the usage of important elements of our PC.
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m Here’s our disk usage - as you can see it’s pretty
active! You will also have this if you have several
big apps open (we’ve got Edge, Spotify, Word and Excel open in
this example). In the previous step you could see our processor
usage, and as you may have noticed, we’ve only been using
around 40 per cent of its capability during the last minute.

i Tank Masuge
Pl Optssni Vs
Procemet Pelomerce  apg oy Rei-up  Uoet Detsdt  Twvice

| CH » ;i
hl'-uh_lq.. % LG DISk u {Cl]
2 | I rsn oo
. l‘—_ 200 O R
_l‘. s
- i"l“""ﬂ" ﬁﬂlﬂ

[ | Etharnet
| | S

WiEL
N ™

Pig i L1 -]

Ta il apeed T Wals sl
630 KB/s 3.3 MB/s

m Wi-Fi usage (you can also see wired network
usage if you use that to connect) is more
sporadic as the network connection tends to be used
intermittently — unless you’re copying files or similar. Here we’re
streaming music, which appears to download in chunks. Notice
there’s no data being received or sent right at this moment.
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The Start-up tab is one of the most important in
Task Manager. While you can configure an app

such as Skype to start-up when Windows does and disable the

same within the app, some applications are sneaky and enable

themselves to start when Windows does. Here you can select the
app and either enable or stop this from happening.
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Monitor Tasks with the Task Manager

Although it’s of limited general use, the Users tab
details what apps and processes are running on

Step 8

a per-user basis. This might be useful if your PC is running slowly
and you want to see what resources someone else who is logged
into the PC is hogging. They might have something wasteful
running in the background, for example.
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m The Details tab is really for pro users only and
has full information on each running process and
which user is responsible for it. You can also see how much
resource the process is taking up as well as what s called a
Process ID, or PID, that identifies the process on your machine.
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Services are programs that run in the

background. The chances are your PC is running
lots of them. For example Windows Defender, the built-in security
software, runs in the background as a service. As well as viewing
the active services in Task Manager, you can click the Open
Services link to manage services on your PC.
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Defragment Your
Hard Drive

The act of Defragging your drive goes back to the early days of computing, where data
was written to the drive in various sectors across the disk platters. This data could be
spread all over, taking time to read, so a Defrag packs it all neatly into readable areas.

Defrag

Most of us have a modern PC with a relatively modern operating system installed on it, regardless of
whether that’s Windows 11, macOS or the latest distribution of Linux. These systems have been updated and
tweaked in accordance with the advanced hardware technology that’s now available, and will more than
likely see you through a good year or so without you ever having to even look at a defrag tool.
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@ Defragging is one of those utilities that exist to cause arguments.

e e sk pre| - S < The for camp declare it the best thing you can do with a PC, and

therefore it must be done every week. The against camp laugh
heartily at the amount of time wasted, watching little blocks
being moved around the screen while your hard drive has the
computing equivalent of an extreme workout.

Although there are studies that show defragging every so often
can help older operating systems and hardware, there’s nothing
concrete that suggests a weekly defrag will help out a modern
operating system and hardware. In fact, if you’ve got a
solid-state drive (SSD) installed you shouldn’t be defragging
at all, especially if the SSD is one of the first or second
generation models. But, and here’s where things get a
little grey, there are also many experts who think that
defragging a modern SSD won’t do too much
harm, and won’t necessarily impede the overall
lifetime of the device - since SSDs have a
significantly lower read/write lifespan
compared to a more traditional,
mechanical hard drive.



In truth, a monthly check of the state of fragmentation of your
drives is considered a good idea. If Windows 11 recommends that
you perform a defrag, then go ahead and do one. Otherwise, stick
to the old adage: if it ain’t broke...

So, What is Defragging?

As explained in the main intro of this page, over time the
operating system will write numerous files to your hard drive.
Those files can be the data you’re working with, your personal
data, work and such, and it can be temporary files that the OS
works on in the background. For example, when you browse the
Internet, temporary files are created for every page you visit,
sometimes many per page depending on what’s going on with
the page in question. Most of these files are deleted once the
browser has been closed down, some aren’t. This creates areas of
a drive that files now exist on, and areas where files did exist,
which causes fragmentation.

Each of these blocks of saved, deleted and moved data soon
create fragmented sectors across the physical disk platter (we're
talking about hard drives here, not SSDs). As the drive heads
move along the platters to retrieve and write data — much like the
needle on a vinyl record player - it has to travel more and from
one end to the other to fetch the data, due to the inconsistencies
created by the frequent writes and deletes.

Defragging will move all that readable data to areas at the front
of the drive platter, so the drive heads don’t have as far to travel
to read the data. This speeds up the reading of data, and helps
get rid of any unwanted leftovers from the number of times a disk
Is accessed.

Granted it does go into further depth, but we’re not going to delve
too deep here. If you want to understand more, then we’d
recommend you look up defragmentation online.

Do SSDs need Defragging?

Ask most folks in the know, and they’d say no, an SSD does not
need to be defragged. This is understandable, as there are no
physical platters or drive heads. The data written to an SSD via a
modern operating system is often put into a temporary position
first, then committed to an area of the drive. If you defrag an SSD,
then you’re moving temporary files around before they’re
committed, then moving them once they are, so you’re doubling
the workload of the SSD. And, as we’ve already mentioned, an SSD
has a much lower read/write lifetime than a mechanical drive.

Detragment Your Hard Drive

Plus, mechanical drives have average read/access times of around
15ms, whereas an SSD has access times measuring in the 0.1ms
mark. So a defrag won’t make any difference in access times.

However, even ones and zeros written to solid state memory can
get slightly fragmented over time. In which case, it’s often best to
check the state of the drive.
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To do this, right-click the drive in File Manager, select Properties
from the menu. Click the tools tab, and click the Optimise button
in the Optimise and Defragment Drive section.

CITOr CieCRIing

This option will check the dnve for file
B system errors.

| %yCheck

Optimise and defragment drive

& Optimising your computier's drives can help it to run
more efficiently.

Optimise

In the Optimise Drives window, click Analyse, to check the state
of the drive. If Windows 11 recommends a defrag, click the
Optimise button.

iy Optimise Drives — .4
You can optimise your drives to help your computer run more efficiently or analyse them to find out if they need
to be optimised. Only drives on or connected to your computer are shown.
Status
D Media lype Last analysed or 0., Cunent slatus
i-l:C'} Solid state drive 1471072021 09:06  OK (4 days since last retrim)

Hard disk drive

1410/2021 09:06

OK (0% fragmented)

| Agdvanced View 'rﬂptirnise

Y Analyse
Scheduled optimisation

On '.rChange settings

Drives are being analysed on a scheduled cadence and optimised as needed.

Conclusion

In short, checking on the health of your drive(s) is something you
should factor into your monthly computer checks - updates, AV
updates, drivers etc. However, you may never need to use a
defrag during the lifespan of your Windows 11 PC.



/| Update Your

"/ | Device Drivers

Keeping your device drivers up to date ensures that your Windows 11 computer is
running at its maximum efficiency. Using the latest drivers for your peripherals and
internal devices improves performance and keeps Windows 11 secure.

Updating Drivers

There are different ways to keep your device drivers up to date. One of the easiest is via the Windows 11

Updater. Here’s how it works.

Updating your device drivers through the Windows
Update service is a perfect solution for those who

don’t want to trawl the manufacturer support web pages or forums
for the latest drivers. To start click on the Windows button in the
taskbar. Go to the Windows Update Section, and look for the
Advanced Options entry.

Windows Update

David Hayward
davidhayward119@googlemail.com

Find a setting D You're up to date
u Last checked: Today, 10:15
B System
More options

£ Bluetooth & devices

; [l [! Pause updates
¥ Network & internet
4  Personalisation

@ Update history
B Apps
® :
= Accounts B Advanced options
Delivery optimisation, optional updates, active hours, other update
Time & language

& __Gaming. f=1 _Windows Insider Programme

Within the Advanced Options window, click on
the Optional Updates entry. In here are where

all the official Microsoft supported updates for your device
drivers will be, among other specific updates for non-Microsoft
related apps. You may need to click the Driver Updates entry to
expand and view what’s available.

Windows Update > Advanced options > Optional updates

Driver updates (3)
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It you have ecific problem, one of these drvers rught help, Otherwise, automatc updates will keep your dovers up to date

| HP - Printer - 12/5/2017 12:00:00 AM - 24.94.1.7079
AQC International (Europe) GmbH - Monitor - B/26/2015 12:00:00 AM - 1.0.0.0

| Realtek - LAN, Other hardware - Realtek USB GBE Family Controller

Select the updates you want to install

fi Get help

Each individual update, be it a device driver or
some update to a third-party, supported product,
will have a tick box to the left of its title. Click each device and
update you want to have installed, then click on the Download &
Install button located in the bottom-right of the current update
window, to begin the update process.

Windows Update > Advanced options > Optional updates

Driver updates (3)
f you have a specific problem, one of these drivers might help. Otherwise, automatic updates will keep your drivers up to date

u HP - Printer - 12/5/2017 12:00:00 AM - 24.94.1.7079
B AQOC International (Europe) GmbH - Monitor - 8/26/2015 12:00:00 AM - 1.0.0.0

u Realtek - LAN, Other hardware - Realtek LISB GBE Family Controller

Download & install

Install selected updates (3)

a Get help

Windows 11 will now download the install the
selected updates. Depending on the size of the
update and the speed of your Internet connection, it may take some
time to download. Once the selected entries are downloaded, they’ll
automatically be installed and updated. You may need to restart
your computer; Windows 11 will inform you if necessary.

-
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Updates available
Last checked: Today, 10:15

HP - Printer - 12/5/2017 12:00:00 AM - 24.94.1.7079 Installing - 0%

More options

I] [| Pause updates Pause for 1 week v
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Finding Other Drivers

Update Your Device Drivers

Good as it may be, the Windows 11 Update service doesn’t pick up all the latest drivers. A graphics card
driver may offer better performance in a new game, so you’ll need to look elsewhere.

Many device manufacturers develop their own
driver update software. The major graphics

card manufacturers do (Nvidia and AMD), as well as the processor
manufactures, Intel and AMD. For example, Intel uses the Intel Driver
and Support Assistant. Simply click the icon in the taskbar, choose
Check for Drivers, and you can download the latest available.
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You may need to dig a little deeper to locate
updated drivers for your devices. Printers are
often covered by the Windows 11 Update service, but they can take
time to filter through the service before reaching your desktop.

To check on the latest drivers, go to your printer manufacturer’s
support page, look for drivers and find the product you have.
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HP Customer Support - Software and Driver Downloads
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Welcome to Software & Drivers, let’s identify vour product to get started
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Step 3 Graphics card are devices that frequently having
| driver updates. This is mainly due new games
being released, and tweaked for certain cards, be that an NVIDIA
or AMD card. There are also security fixes, and quality updates that
can be applied, as well as some performance updates over time.
Windows 11 is still quite young, so expect better drivers over time.

GAME
READY
DRIVERS

There are times when you may need to force
Windows 11 to look for an updated driver beyond
the one that it’s installed by default. When you connect a device,
Windows 11 will automatically interrogate the device, and install
the driver that fits the device signature. However, these aren’t
always the best drivers. Right-click the Windows Start button, and
select Device Manager.

Power Options

Event Viewer

Device Manager
Network Connections
Disk Management

Computer Management

m From within Device Manager, find the newly
installed device from the available list of
categories. Click the arrow to the left of it to expand its details - in

case there are more than one device available in the category.
Right-click the device, and select Update Driver. This will open a

new Update Driver window.
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m The Update Driver window enables you to search

for the device driver. There are two options: you
can have Windows 11 automatically search your computer for
updated drivers, or you can specify a location for Windows 11 to
look for any drivers (such as any you’ve downloaded). Click the
option that applies best for you.
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Using the
Power Menu

Windows 11 boasts a secret power menu, that gives you access to several useful system
and maintenance tools and features. We show you how you can use it to your advantage
to quickly access networking settings and extra features that power users need.

Power Up

The secret Power Menu enables the more advanced Windows 11 users among you to quickly access key
settings that you probably commonly use, but are buried deeper within the system.

Open the Power Menu using the Start button,
but instead of just left-clicking it to open the

Startit Up

Start menu, right-click the button. Note that you can also shut
down or sign out here, too. This menu was originally created for
users who felt the old Windows 8 Start screen didn’t give them
access to what they needed.

Apps and Features
Mobulity Centre
Power Options
Event Viewer
Device Manager
Metwork Conmections
Disk Management

I""LI Computer Management
Windows Terminal

8 Windows Terminal (Ad min)
Task Manager
Settings
File Explorer
Search

Hun

Shut down or sign out

Desktop

O D -8 ¢ @

There are numerous shortcut access options
available in the Power Menu. For example, you
can access the new Windows 11 Terminal, both as standard access or
as an elevated, Administrator access. You can also Run commands
directly from the Power Menu, Search for files or folders, and more;
plus view your Windows 11 Events and logs.

The topmost available option
within the Power Menu, Apps &
Features, takes you directly to the Apps section within the Windows
11 Settings. From here, you can modify, uninstall and get to advanced
options for all the apps you currently have installed on your system. It
may only save a couple of clicks, but every shortcut saves time.

_ Uninstall Desktop Apps _.

Apps * Apps & features
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You can access the Power Menu by pressing the
Windows key + X on your keyboard. As well as
opening the Power Menu, it enables you to use hot keys to quickly
launch any of the options within the menu. You can only use the
hot keys if you use the Windows shortcut key to open the Power
Menu - unless Microsoft change that option in a future update.

Option HotKeys Description

Programs (Apps) & Features F Opens Windows Programs & Features
Maobility Center B Launch Windows Mobility Center
Power Option O Opens Windows Power Options

Event Viewer v Opens Windows Events viewer

System Y Opens Windows Systems Properties
Network Connections w Opens Network Connection pane

Disk Management K Opens Disk Management on Windows
Computer Management G Opens Computer Management settings
Command Prompt C Opens Windows Command Prompt
Command Prompt as Admin A Opens the Command Prompt as Admin




Using

Storage Sense

Power Menu - Storage Sense

Carrying over from Windows 10, Windows 11’s Storage Sense helps keep your computer
in tip-top shape by deleting unwanted content as your hard drive begins to run out of

space - which it inevitably will do.

Sense and Sensibility

Storage Sense looks different in Windows 11 compared to Windows 10, so if you’re used to using it, check

this page out first to see how it works.

To get to the Storage Sense options, click on the
Windows Start button, and go to Settings >

Storage > Storage Sense. Alternatively, you can get there via the
Power Menu (right-click the Windows button, or press the Windows
key + X) and choose Settings, then Storage.

System > Storage

davidhaywardl13@googlemail.com

Local Disk (C:) - 222 GB

Find a setting ju | |
455 GB used
| B System
@;l Apps & features
@ Bluetooth & devices |
W Network & internet
@ Temporary files
4 Personalisation "
B Apps Show more categories
% Accounts
L
Storage management
P Time & language

g Storage Sense

Automatically free up space, delete temporary files, and manage locally availa

-

Gaming

@,.- Cleanup recommendations
Looking for items {0 clean

K Accessibility
m Click the Storage Sense option within the Storage

section, if you haven’t already done so. Don’t worry
about turning on just yet, though. In Storage Sense you have a
number of options available. The first is enabled by default: ‘Cleanup
of temporary files’, which will remove unnecessary temp files from
your system as you update Windows 11.

—  Settings
David Hayward System > Storage > Storage Sense
davidhayward1 19@&googlemail com
Cleanup of temporary files
Find riwlling D
Keep Windows running smoothly by automatically cleaning up temporaf
| B system P
Automatic User content cleanup
© Bluetooth & devices
@ ) off
¥ Network & internet : :
SO it Storage Sense runs when disk space is low. We clean up enough space
T to help your system run its best. We cleaned up 0 bytes of space in the
/  Personalisation st ikdh
B Apps
Configure cleanup schedules
@
= Acpounts Run Storage Sense
® Time & language Sining I i
= Gaming
Delete files in my recycle bin if they have been there for over:

Click the sliding button to enable Automatic
User Content Cleanup. Here you can opt to
configure cleanup schedules, such as removing files every day,
week or month; or just when Windows 11 reports that your hard
drive is running low on space.

= Settings

Davict Hayward System > Storage > Storage Sense
davidhayward19@&googlemail.com
Cleanup of temporary files
Find a setting Q2
Keep Windows running smoothly by automatically cleaning up temporaj
| B System :
Automatic User content cleanup
£ Bluetooth & devices
@ o
¥ Metwork & internet 3 .
AR S e Storage Sense runs when disk space 15 low. We clean up enough space
o to help your system run its best. We cleaned up 0 bytes of space in the
4/  Personalisation past month.
M Apps
Configure cleanup schedules
L 3
I Run Storage Sense
¥

Time & language During low free disk space (default)

= Gaming
Delete files in my recycle bin if they have been there for over:

30 days (default)

X Accessibility
m You can choose when to delete files in your
Recycle bin. The default is 30 days, but you can
opt for 1, 14 or 60 days. Files in your Downloads folder can be
auto-deleted if they haven’t been opened for more than 1 day,
through to 60 days. However, ensure you backup your files, if
Storage Sense deletes them from the Downloads folder.

Delete files in my recycle bin if they have been there for over:
| 30 days (default) v

Bcurity

Delete files in my Downloads folder if they haven't been opened for
more than:

ipdate

| Never (default)
1 day
14 days
30 days

60 days




Improving the
Windows 11 Firewall

The built-in Windows 11 firewall is a surprisingly good security application. While it may
not be as efficient as something offered by one of the third-party security suites, it’s
certainly more than adequate for the average user.

Getting to Know Your Firewall

Generally, there’s little need to ever configure the Windows 11 firewall. However, getting to know how it works
and improving it, is part of being more security conscious. Here’s some tips on how to better manage it.

Under the status of the networks are some links
that will help you configure and improve the
firewall, as well as turning it on or off (which isn’t recommended
under any circumstance other than the installation of an
improved third-party firewall). To begin with, start by clicking on
the Advanced Settings link.

You can open the main Windows 11 firewall console
window by clicking on the Windows Start button
and entering “firewall’ into the search box. Click the returned link,
Firewall & Network Protection, to launch it.
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The Windows 11 firewall console window should
be On by default, unless you’ve installed a

The Advanced Settings link launches a new console

m window. This new console defines the inbound and

third-party security suite which contains its own firewall. There are
two kinds of network listed: Private and Public (and Domain if you
have Windows 11 Pro version). Private is for home or work, whereas

Public is for cafés and the like.
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outbound rules for the entire system and its installed programs and
applications. You can set authentication rules between computers,
view and create new firewall rules, view the current firewall policies,
and even monitor what'’s being blocked in real-time.

{3y Inbound connections that do not match a Ale are blocked.
'ﬂ' Outbound connections that do not match a ne are alowed.

g Windows Firewall Fropesties

Getting Started

Authenticate communications beiween computers

Create connection security ndes to specify how and when connections between computers are authenticated and
protected by using Intemet Protocol securty (I1Psec).

Connection Security Rules

View and create firewall rules

Create firewall rules to allow or block connections to specfied programs or ports. You can also allow a connection only
t is authenticated, or £ it comes from an authonzed user, group, or computer. By default, inbound connections are
blocked urtess they match a nule that allows them, and outbound connections are allowed unless they match & nule that
blocks them.

g Inbound Rules
™ Outbound Rules

View current firewall and IPsec policy and activity

View information about curently appled firewall and connection security nules and security associations for active
netwaork connections.

B Manitoring




Improving the Windows 11 Firewall

m Click on Inbound Rules to the right-hand side of Step 8 Sometimes, uninstalling a program doesn’t
the main console window. This will list the current automatically remove it from the Windows

rules that allow traffic onto your computer and to the applications  firewall. The exact reasons why are varied, but to help improve

that require it. For example, in this screenshot there’s rules for the efficiency of the Windows firewall, whenever you remove a
various games that allow multiplayer interaction and the abilityto ~ program from your system, it’s worth checking the firewall to see
‘talk’ to the game server, as well as install updates. if its entry has been deleted. To delete an entry, right-click then

select Delete from the menu.
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m These rules are automatically entered into the m You may not want to delete a rule as it could be
firewall when you install the program, game or used later, or if you re-install the program and it
app. When you install a program you’re required to accept and fails to re-create the firewall entry. The recommended process
authenticate the process, clicking on Yes to start the installation. then is to block the rule from communicating with the outside
This level of administrative access also allows entry of the program  world. To do this, double-click the rule, and from the General tab
into the firewall. Pick one of the entries and double-click it. click the Block the connection button.
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Step 7 The properties of each firewall entry allow a Step 10 Similarly, the Outbound Rules link will detail the
greater degree of control for that particular various programs that are allowed to
program. You can change the name of the entry, allow or block communicate from your computer to an external destination. It’s
the connection, define the physical location of the program on good practise to familiarise yourself with the rules of the firewall,
your computer, allow access to the program from remote as a rogue program will need to set a rule to communicate. You
computers, set the protocol and port number it’ll use, and even can then block that rule and stop the threat from reporting out.
which network controller to use. , .
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Secure Your
Home Network

We’ve mentioned previously that an attack doesn’t always come from the other side of
the globe but can indeed be a little too close to home at times. Home network hacking is
possible with the simplest of tools; easily found on the Internet.

Network Protection

Without being too paranoid, it’s remarkably easy to get into a neighbour’s home network. If you live in a block
of flats or you use powerline adapters, you may need to consider these ten steps for better network protection.

The most common entry point to gain access to
your network is via the router. The router from your
ISP may well be offering the latest forms of encryption but it doesn’t
take a genius to trawl the less reputable sections of the Internet to
obtain a list of passwords. Therefore, change the default username
and password needed to access it.

{ ' 5 Please enter the admin password

Show characters

If you've forgotten your admin password or
can't login press the "Help’ button below

Help

Most routers these days come with a form of

authentication called MAC (Media Access Code)
address filtering. Every networkable device, computers, tablets,
games consoles, come with a unique MAC address. The filtering
allows you to enter the MAC addresses of your devices, so only
they can be used on your router. Consult your router
documentation for more details if required.

Wireless

Access Apphcation
Restrictions & Gaming

| Wireless MAC Filler

Security

Wireless MAC Filter

Wireless MAC Filter : * Enable Disable

Prevent : Prevent PCs listed from accessing the wireless

Permit only : *' Permit only PCs listed to access the wireless network
E.- ii! -“:;-,: ,-,' Tl T . ._._,.._:.::-| Tiiiﬁ o |E; i.- = _.-_.lgi !;; -.-_"‘ ;. ""“‘-.'-'1';: ‘-'_'E E_‘

i O ui.linksys.com/files/WRT54GL/4.30.0/WirelessMAC-Listhtm

MAC Address Filter List

Enter MAC Address in this format : x000000000¢X

- Wireless Client MAC List |

It can be a pain but try disabling DHCP on your
router and opting for static IP addresses. Every
device that connects to a DHCP router will receive an IP address. By
eliminating that you get to specify the address range available. It’s
not fool proof but it’s worth considering.

My devices IPvd configuration | Address table Save Back

Reset to default

Hub gateway |P address

(@) 1P address: | 192.168.1.254 |

(@ Subnet mask: | 255.255.255.0 |

DHCP server

Enabled: YES
@

(@) Authoritative DHCP:

@ Server address range: Custom

(3) Start address: 192.168.1.2

@ End address: 192.168.1.253

@ Lease time: 1 Day(s)

0 | Hour{s) Valid leases are betwean 1 hour and 21 days

According to Trustwave’s 2013 Global Security
Report, many home network hacks are conducted

when the household is away or asleep. This leaves the hacker with
ample opportunity to steal bandwidth and view files you may have
on a NAS drive. The short, simple solution is to power off the router
at night or if you go out for the day.




Powerline adapters are an excellent resource for
connecting wired network devices, without trailing

lengths of cable around the home. However, depending on the
adapter, it is possible to use another adapter to gain access to yours.
In newer homes it’s an easy enough task to pick up another user’s
network, so use the Encryption button if the adapter has one.
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m Networking a home with Ethernet cablesisn’t a

difficult project and it offers faster connection
speeds than that of wireless. However, if you’re living in shared
accommodation or a block of flats, make sure that any unseen
cable lengths can’t be accessed by a neighbour. It’s easy enough to
splice into an Ethernet cable and steal bandwidth.

Consider using a network mapping program, such
as Open-AudlT, to gain a better understanding of

Step 7

what devices are attached to your network. Become familiar with
the addresses, manufacturer, model IDs and so on of every
connected object. That way, should anything new appear, you'll
know it’s not something you allowed.

Aadm

-

le
What's on your netwark 7
| HOME OQUERIES ADMIM HELP
List Devices
[iostname= [vescriptions |17 Agaresss [1ype Jos foevice —— oltoas |

system-1 W arkstation 172.16.0.1 £ Microsoft{R) Windows{R) %P Professional 172.16.0.0, all, Windows, =P

system-10 172.16.0,10 A Dehian Sarge 172.16.0.0, all, Debian, Linux

cystem-11 &l Linux, Virtual
Status producton

Manufacturer YiMware, Inc.
Model VMware Virtual Platforem |
Serial 1234511

Form Factor Other -
sy ster -4 ] )

system-2 = 7 Ultirn ate 172.16.0.0, All, Win7, Windows
5] vnware

system-3 172.16.,0.0, all, Linux, Ubuntu

10,255.0.0, All, Printers

sy stem-5 Printer 10,255.0.5 HP Laserjet 4100tn 10,255.0.0, all, Printers

L

=il

sy stem-6 W orkstation 192.168.0.6 #*  Microsoft{R) Windows{R]} %P Professional 192.1668.0.0, all, Windows, =P
"~

10,255.0.0, All, Win 2000, Win Svr|
192.168,0.0, All, Routers
192.168,0.0, all, Routers

system-7 10.255.0.7 Microsaft Windows 2000 Server

Router 192.168.0.8 Cisco 1841 Router (105 v10.1)

Cisco 1841 Router (I0S v10,1)

system-5

systam-9 Router 192,168.0.9 {dey

Secure Your Home Network

Sharing resources and files from one computer
to another is perfectly fine but consider sharing

Step 8

less if you live in close proximity to others. Once a hacker has
gained access to your network, getting to any shared folders you
have will be a doddle. In extreme cases don’t share anything,
but generally tighten password control.

View >
Sort by b
Group by 7
Refresh

Customise this folder...

Paste
Paste shortcut

Undo Rename Ctri+Z

Share with > I Stop shari

New 5 *§ Create or join a homegroup
Properties B Specific people...

T

m Remote administration on both the router and
computer certainly can help you out when you’re
not at the keyboard. Perhaps you connect to your home network
from work? Whatever the reasons, it does leave a potential gap in
your home network security. Consider closing it completely or
double-checking the authentication is top notch.

[v] Allow this computer to be controlled remotely

Invitations
Set the maximum amount of time invitations can remain open
: v| |Hous ~—  ~

[ Create invitations that can only be used from computers running
Windows Vista or later

Cancel

If you run a small office make sure that all your

Step 10 _
wall ports are located in areas where they are

secure. Behind desks and generally away from where the public or
any visitors may be able sneakily plug a laptop in.

e ——

—
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Limiting Data Usage
when Tethering

Tethering means connecting your phone to the mobile data network and then connecting
a second device via Wi-Fi to the phone to make use of that connection. Windows 11 can be
data-heavy; a problem if your phone has limited mobile data allowance.

Set Your Tethered Connection to Metered

Windows 11 can be quite data-heavy, as mentioned, especially if an update happens to become available when
tethered. Luckily, you can tell Windows to automatically limit data use.

Cellular data connections are set as metered by To set a Wi-Fi network connection as metered,

default. Wi-Fi and Ethemnet network connections can click Start > Settings > Network & Internet >
be set to metered but aren’t by default. Some apps might work differently ~ Wi-Fi > Manage known networks. Select the Wi-Fi network > Properties >
on a metered connection to help reduce your data usage. Some updates  turn on Set as metered connection. Unfortunately, many Windows apps

for Windows won’t be installed automatically either. completely ignore the metered connection setting.

Network profile type

Network & internet

() Public (Recommended)

Your devies is not discoverahle aon the netwark: Use this in most cases—when connected to a network at hom#g
Ethernet p i
roperties .
; &y O Frivate
= Connected Private network Your device is discoverable on the network. Select this if you need file sharing or use apps that communicate ¢
people and devices on the network

Configure firewall and security settings

WiFi

LConnect, manage known networks, metered network

Authentication settings

Ethernet

Authentication, |IP and DNS settings, metered natwork Metered connection

some apps might work differently to reduce data usage when you're connected to this network

VPN : Set a data limit to help control data usage on this network
Add, connect, manage

Mabile hotspot IP assignment: Automatic (DHCP)

Share your internet connection

DNS server assignment: Automatic (DHCP)

FIiEht mode

You can also view a log of how much data applications on
your PC have used in the last 30 days. This can help you
identify applications that might be using data in the
background. To check this, head to Settings > Network &
Internet > Data usage and click the graph to see more details.

Network & internet > Advanced network settings > Data usage

Enter data limit
13“- 35 EE’ indows can help you trad data
Fram the last 30 days

usage o stay under your |imit—we'll warm you when you're close, but it won't change your

Lisage statistics

You should now have reduced background data use, including
updates and cloud syncing, so data use will be in the apps you
use; for example, Google Chrome. You can install a handy
extension for Chrome which limits data. Go to www.chrome.
google.com/webstore/ and search for Data Saver.
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Limiting Data Usage when Tethering

Pause or Disable OneDrive

If you use OneDrive to backup images etc., pausing it while you are tethering can help to reduce data use. If you
never use OneDrive, you can even completely disable it.

Step 1 When you close your laptop lid, the default
setting will be for Windows 11 to go into low

Step 3 Press the Windows key + R to open
the Run box. Type gpedit.msc and click OK.

power sleep mode. This is obviously no good if you are using In the Local Group Policy Editor, in the folder list under

your laptop with an external monitor, as it will make the laptop Local Computer Policy, navigate the folders to Local
unusable. To solve this problem, click on the Battery icon > power Computer Policy > Computer Configuration > Administrative
and sleep settings in the taskbar. Templates > Windows Components > OneDrive.

Pause syncing

WakeonRaise.png

Available in How to im
1 second ago

File Action View Help
e |m EHE Hem

2 Local Computer Policy
~ & Computer Configuration

» 1 Software Settings

» I Windows Settings

» 1 Administrative Templates
v & User Configuration

> ] Software Settings

» 1 Windows Settings

C @ EE; » | Administrative Templates

Step 2 OneDrive in Windows 11 can be disabled through m On the OneDrive screen, under Settings,
your computer’s Local Group Policy Editor. This click Prevent the usage of OneDrive for file
doesn’t remove OneDrive from your PC but it stops it from syncing  storage. In the Prevent the usage of OneDrive for file storage box,

with the cloud or connecting with other apps, and removes it from  select Enabled, then click OK. Be aware that disabling OneDrive like
the navigation pane in File Explorer. this will disable it for all users of the PC, not just you.

My premium features

Get help

Select an item to view its Name
description. & Computer Configurati...

% User Configuration

WorkoutPowerSave T S
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1 second ago Close OneDrive
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The Task Manager is a great tool for checking to see which Streaming or downloading videos is a surefire way to

apps or services are using a lot of data at any time. To open burn through your data quickly and is best avoided when

the Task Manager, press Ctrl+Shift+Esc or search for it in the tethering. However, if you need to view video over a tethered
Start menu search field. Click at the top of the Network tab to connection, you can tell Windows to reduce quality in Settings
display high usage services at the top. > Apps > Video Playback. Click ‘Allow video to play at low res..

sk Task Manager Apps » Video playback
File Options View

Procecses Performance App history Startup Users Details Services

Resource usage since 05/10/2021 for current user account.
Delete usage history

.

MNarme CPU time MNetwork  Metered network Tile updates
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B whatsapp . 0 Mg

n Xbox Game DBar {00 0O MB B oont automaticaly process video when on Eatlary

g  Battery opt Optiemise for battery life -

Wheen waiching menies dnd vidoos o batiery pomwet




Protect Devices
on Public Wi-Fi

There are few places where you can’t now find a wireless connection for your laptop. And
while this is great for those of us that want to stay connected day and night, accessing
Wi-Fi in a public place does bring with it some dangers not found on your home network.

What Makes Public Wi-Fi Unsafe?

The very same features that make publicly accessible Wi-Fi hotspots desirable for you and us, such as the lack
of authentication needed to connect, also makes them desirable for hackers.

;
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Let us start by saying that not all public Wi-Fi is equally unsafe. A
coffee shop that has a new Wi-Fi password chalked up on the board
every day is probably safer to use than one where the password
has been the same for five years, but not by much. As a rule of
thumb, you should assume that any network connection you do
not control will have fewer defences against interception and
should be treated as unsafe.

Hackers are able to insert themselves (virtually) between your
device and the network connection point, so all of the information
sent to and from the network passes through the hacker, who then
passes it on. As this information passes, it can be collected without
you even knowing it has passed through a third party device. Even
if a hacker doesn’t want to farm your data directly, if you allow

Protect Devices on Public Wi-Fi

file-sharing across a network then public Wi-Fi connections can be
used to distribute malware. This malware could hide itself on your
device and cause all sorts of problems, from logging keystrokes to
sending spam emails to contacts as if they are from you.

v 5

As the use of public Wi-Fi increases, you can expect the number of
different ways hackers can find to attack those using it to
increase, as well. That doesn’t mean you need to stop using Wi-Fi
Hotspots, you just need to ensure that you are not the easy target
most hackers are looking for.

If you want to stay connected, but also want to keep yourself and
your device safe, there are a few simple things you can do to
tighten up security without compromising your Internet access.

Five Ways to Make Public Wi-Fi Safer to Use

Following any one of these steps will increase your security when using public Wi-Fi. Using all of them will

make your PC many, many times safer and more secure.

1 - Keep Your Device Updated

Software updates, as well as providing new features,

will often include security updates, so it is important to
make sure all of your device software is the most recent
version. This includes apps and programs, as well as OS
updates. Almost all modern devices, from your laptop to the
smartphones and tablets you use, make it very easy to keep
things updated, often alerting you to the availability of an
update or processing updates automatically.

If you have turned off automatic updating on your device (and
don’t want to turn it back on in the settings), make a point to
regularly check for them yourself and of course apply them,
as soon as possible, especially on devices that may be used to
connect to public Wi-Fi.

In Windows 11, you can find update information in Settings >
Windows Update. If updates are available to download, they will
be displayed here (along with any previous failed updates, etc.).

Settings

é David Hayward

Find a setting

Windows Update

-
R/

Updates available

Last checked: Today, 09:07

system

Bla et . L 2021-10 Cumulative Update for Windows 11 for x64-based Systems (|

Network & internet 2021-10 Cumulative Update for .NET Framework 3.5 and 4.8 for Winc

Personalisation
Windows Malicious Software Removal Tool x64 - v5.94 (KBES30E30)
Apps

Accounts More options

¥ Time & language
00 Pause updates
Gaming

Accessibility \L) Update history

F'riuaq.- e .r.p.rr:urity

% Advanced options

Windows Up‘datﬂ Delvery optimisation, optional updates, active hour i



2 - Turn off Sharing

Your PCs, phones and tablets are designed to interact easily
with other devices you own, using a system known as
Sharing. Sharing, as the name suggests, allows data or files
to be shared or accessed from devices on the same network.
This is normally perfectly fine when all of your devices are
connected to your home network, but not so fine when you
are connected to a public Wi-Fi hotspot. When using your
devices online in public, you should always turn Sharing off.

This can be done in Network and Sharing (on a Windows PC).

In Windows, you can also just select “Public” when asked
about a new network connection. Many mobile
devices also allow you to turn off Network
Discovery or Device Visibility, meaning
it is hidden from other devices
connected to the same network. You
can normally find this option in the
Connections or Wi-Fi settings. In
Windows 11, you can find further sharing options in
Settings > Apps > Apps & Features > Share Across Devices.

€ Settings

‘ David Hayward

Find a setting

Apps > Apps & features

Choose where to get apps

Share across devices

B System

ﬁ Bluetooth & devices

- ¥ Network & internet () off
J  Personalisation
© My devices only

| & Apps

& Accounts () Everyone nearby

P Time & language

View apps and services you've given access to through these accounts:

w  Gaming

X Accessibility Related links  Privacy Statement

3-UseaVPN

A VPN, or Virtual Private Network, is a great way of protecting

yourself and your device from hackers. They are becoming
increasingly popular and therefore increasingly cheap and
easy to use.

A VPN provides you with a secure, private and encrypted
network to log in to, from your device. Any data sent to and
from your device is then encrypted by the VPN at both ends
(known as end-to-end encryption). Anyone trying to access
your data would need the encryption key to decode it.

There are hundreds, if not thousands, of VPN services
available, for computers, smartphones and tablets. Some of
these are free and others charge a small monthly fee,
depending on the level of security offered. Even a basic, free
VPN is better to have than no VPN at all!

| '@ Cyber Ghost

Continue app experiences on other devices connected to your account

Microsoft account

Unpack the new
CyberGhost 7! ®

CyberGhost VPN 7.0 - unboxed

e By 0 vears of Jata prokact

Customizakdle

Simple Automated

Once the VPN is set up, all you need to do is log in to it from the
device you want to protect before using the public Wi-Fi connection
as you normally would to browse the Internet, send emails, etc.



4 - Install and Maintain Anti-virus Software

Protect Devices on Public Wi-Fi
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Having a good Antivirus package installed is

extremely important, even if you only ever

use your device in your own home and

even more important if you regularly
use public Wi-Fi hotspots.

Many modern antivirus packages
offer browser protection, helping
you to identify malicious websites
before you click a single link on
them. They also make it very hard for
hackers to install malicious software on
your device remotely, by offering
improved firewalls and malware scanning.

Notably, it is not enough simply to have
antivirus software installed. You also need to
make sure that it is regularly updated with the
latest malware definitions, so that it knows
about the latest threats and is able to counter
them effectively.

Some of the biggest names in Antivirus
software include: Norton, McAfee, Symantec,
Bitdefender and Kaspersky, all of whom offer a
range of packages for home and business. You
can also find very good, free software from the
likes of AVG, Panda Security and Avast.

Security at a glance
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5 - Use Only SSL Connections
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Many of the biggest, frequently used websites, now use SSL
connections (particularly since Google suggested that
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as unsafe and potentially appear lower in the search results).

As a general rule, even when not browsing through public
Wi-Fi, any websites you use regularly and that require you to
log in or enter your credentials, should be set to “Always use
HTTPS”. Most websites that ask for details about you have an
HTTPS option somewhere in their account settings (if
they don’t already force HTTPS across the site).

This might not seem as important on a
videogame forum as it does on a o}

banking website, but hackers are M .

aware that people use the same .
|
. : htt r
\

passwords over and over again,
so seemingly “safe” websites can
be a goldmine of information
about you for those clever
enough to realise it.
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How a VPN Can Improve
Windows Security

We’ve emphasised the enhanced privacy that a VPN offers when you’re connected to its
services, and the heightened levels of anonymity, but what security benefits does a VPN
bring to a Windows 11 computer with an antivirus program already installed?

Security Beyond Anonymity

It’s a good question: how can a VPN improve Windows security? While the privacy side is well catered for, there
are some good security enhancements and features a VPN brings to the table.

Feature 1 This doesn’t happen often, but an ISP can Feature3 L expand the previous feature, VPNs filter web
S become compromised and details of user SO pages that are dangerous or contain threats. Even
activities leaked or stolen. Using a VPN can hide your browsing with a good antivirus client installed, you can still access a dangerous
activity from trackers and even your ISP, enabling you to browse site. Using a VPN prevents the site from even being loaded.

without the fear of having your details leaked or accessed by others.

CyberGhost has protected you
from malicious content!

Many VPN providers utilise a level of antimalware Feature 4 | The connection between you and the VPN server
into their security layers. This enhances your is encrypted to the highest possible standards.

security by filtering any downloads through the VPN first. Should This makes it near impossible for some external element to gain
there be a virus present, then it can be removed or stopped at the access to the data you’re transmitting. Online banking and shopping
VPN before it even reaches you. are extremely secure with a VPN.




How a VPN Can Improve Windows Security

Public and free Wi-Fi hotspots are notorious Most VPNs also add an extra layer of security
e | when it comes to mobile security. Anyone with a | ' whereby they actively block any advertising
little knowledge and some free tools via the Internet can intercept from websites. Internet ads are a necessary evil in some ways,
public Wi-Fi networks and hijack your connection, revealing all your  as they provide much-needed funds for your favourite freely
data. AVPN encrypts the data and protects you. available websites. However, some contain malicious content

and need to be blocked.

If you’re working abroad, or you’re a remote Using HTTPS instead of HTTP utilises the secure
' worker, a VPN connection to the company’s side of the Internet protocol. Sadly, it’s not

servers ensures that all the sensitive business data remains secure.  always implemented either in browsers or by users. Many VPNs

It’s difficult for a company to ensure 100 per cent security with force all websites to use the secure connection that a HTTPS site

mobile and off-site workers, but a VPN provides a secure tunnel offers, thereby enhancing your browsing security.

straight to the company itself.

.l‘..."

1
11011 100UN

-

The availability of iOS and Android VPN clients In some countries, data retention laws are quite
= means that your call data and data stored on . archaic, meaning governments and other

your device is also secure. Mobile VPN apps use the same levels  bodies are able to access your data log for as long as you’ve been

of protection and security, so your data can’t be stolen when able to access the Internet. A good VPN won’t detail any logs of

you’re not even aware of it. your browsing and in most cases won’t even hand over any

personal information relating to you to other agencies.

-

Automatic Country Manual e ) vote,
> » ‘ e |

The best server is chosen automatically

O Connected!

Simulated Location




Blocking PUPs with
Windows Defender

PUPs, Potentially Unwanted Programs, are bits of software that can sometimes be
stealthily installed when you install other free software, usually by making it a default

installation option with the choice to opt out.

Enable PUP blocking

PUPs can include toolbars, browser extensions, adware and other unwanted software. In almost all cases, this
software should be called DUPs (Definitely Unwanted Programs).

You can enable PUP protection with System Centre

this guide, we’ll be using the PowerShell, as this is available within
Windows 11 without installing any additional software; as long as
you follow the instructions carefully, itisn’t as scary as it sounds.

2 powershell

Al Apps Documents Web  More sy &£ -

Search indexing was turned off
Turn indexing back on

Best match

| P | Windows PowerShell Windows PowerShell
App P

Apps

(<] Open

Config Manager, PowerShell or Microsoft Intune. For

The PUP blocker is now enabled on your PC. You

| * will not see any new options displayed in Windows
Defender but you will see “Potentially unwanted software” listed
once something is blocked. If you want to disable it in the future, just
run the above command again, replacing the 1 with a 0.

EN Windows PowerShell ISE

E¥ windows PowerShell ISE (x86)

E¥  Run as Adminictrator

ﬂ Run ISE as Administrator

EN Windows PowerShell (x28) 3 B Windows PowerShell ISE
Settings
fik PowerShell Developer Settings »

i Allow local PowerShell scripts to

To access the PowerShell interface, click the

the returned result, for Windows PowerShell, click on the Run as
Administrator. Type the following command at the prompt:
Set-MpPreference -PUAProtection 1, and press Enter.

Windows Start button and type ‘powershell’. Within

E¥ Administrator: Windows PowerShell

PS C:\WINDOWS\system32> Set-MpPreference

O Virus & threat protection

|0 vins & theeat protecticn % Current threats

(=]
Asvoiin priolsis
= P L Do you have & gquesion?

b Firewall & networe protection ) Ehents Found
vears lasted & muraiies 55 wsrards
2 App & browser control 2435 files scanned
Who's protecting me?
bl Dhevice security Ol gcan

% Devioe perfommance & health
&% Family optons Help improwe Windows Security

%) Protectian Ristany

- Change your privacy settings
®a \irus & threat protection settings
Wi and change privacy sethings
iF o E W indosss T d

P s e reecled

«a Virus & threat protection updates
menhy inEellinemce Bt |||r-..‘ll.'\-

& Ransomware protection

PUPs are blocked when a user attempts to
download or install a suspicious file or if the file

meets one of these conditions: the file is being scanned from the
browser, it is in a folder with “downloads” in the path; oritisin a
folder with “temp” in the path. The offending file will then be
placed in the quarantine section.

W Protection history

Help irmphoee Windows Secunty

Change your privacy wEtings

|| ' Dedoe perfoerracce & haalth

:

B Faridy apticrs

| ) Protecticn ristory




Block PUPs - Fonts

Installing
New Fonts

Windows 11 now includes a new, easier way to install and manage system fonts. This is
part of Microsoft’s ongoing process of moving all the system options and features to the
main Settings interface. It even allows you to download from the Store.

Install and Manage Fonts

Installing and Managing fonts required a bit of effort, but now you can install any font available for download in
the TrueType, OpenType or PostScript file formats.

Step 1 You can now find the fonts controls in Settings > Step 3 Click on any font in the list to view the available
Personalisation > Fonts. Here you will see a font faces and to see the font as it will display at

scrollable list of your current fonts, each with a visual example of different sizes, using the slider. You can type a word or sentence into
how they look. This is a much more user-friendly way of viewing your  the box at the top to see how it will look in that font. To uninstall a
fonts, letting you see exactly what each will look like when used. font, simply click the Uninstall button on the font preview screen.
. re— Personalisation » Fonts I he here to preview font Metadata
Add fonts
| ity Dras o op ot = e Select a font face to see its metadata.
: :' - Sk ek Change font size ,
S & W 0 e | Light ’
Bl Available fonts ) Metadata may differ between font faces within a f§
e i Light
S - — Full name Calibri Light
o ma o) BEmiae, | S mkcr S N e Light Italic Gt Sadi s g
o ol i o BREADFILLS.. %% o N Uninstall
@ Windows Updie font feve 1 ot v 40 Ll 7t Faim Furs Lace 5 font e Regu I a r Nlarciarn Version 6.23
o Mismaner. CSINEIR T n'::"“ Ty : Designed language Arabic; Armenian;
the air. m:::l children gather,  dreams. imvalsable. T '(t a I ic Lati
e vl b s uisgend iy Designer/Foundry Luc(as) de Groot
e i g Bold Manuflatl.urEl Microsoft .L‘Iurpuu
i ot O i o PRI et o i e s Copyright © 2018 Microsoft
ity - Hebrew OpenTyp
it ouna e BO’d ’tahc Hancock & lohn
source software
description for d

To find new fonts, click the Store link at the top of
the main fonts page in the settings. The Store will

Step 4

m You can search for fonts using the search field at the
top or just look through the alphabetical list. You

can also filter the list by language. Each font is shown with the open with all available fonts displayed. To install one, click on it in
number of font faces it includes. A font face is a different version of the Store and then click the Get button, or the Buy button if the font
the same font, i.e. regular, bold, italic, italic bold, etc. is not a free one. Installation is automatic, and now complete.

lype here to search.

Filter by: All languages -
= Alllenguages INDID Kaleidoscopes  They waltzed  The so
‘Adlm’ "WORKS display gracefully ocean
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Manage Disk Partitions
In Windows 11

Disk partitioning is the creation of one or more separate regions on a PC hard disk (hard
drive) and all modern drives need at least one partition to begin storing files. A partition
could be the size of the whole drive or just a tiny part of it.

The Disk Management Tool

There are several free programs available for creating partitions but the Disk Management tool is just as

good and built right in to Windows 11.

The first thing you need to do is find the Disk
Management tool. The easiest way to open the tool
is to use the hidden Start button menu. Right-click on the Start menu
button and select Disk Management from the menu that appears.
There are several system tools here, so it is a useful trick to know.

Apps and Features

Mobility Centre
Power Options

Apps and Features EVE nt ViEWEI’
Mobilty Centre
Powrer Optiors
Event Vigwer
Dwvice Mannge

Metwork Connechand

Device Manager

Network Connections
Dk Management
Computer Management

\ W el ey Tereninal

Disk Management

W el s Termminel (Admin)

Computer Management

Task Marager
Settings

File Explorer Windows Terminal
Seatth

Fum

Windows Terminal (Admin)

Shurt down or sign out J
Desdtap

Task Manager

M O B0 B F e

The Disk Management tool shows all of your
internal and removable drives (even USB flash

drives, etc.) along with details of the capacity and current amount
of space being used. Depending how your hard drive was initially
configured, you will see one or more partitions in place.

File Action View Help

e mEmi=X2 0

Volume Layoul | Type File System | Status Capacity Free 5. | % Free l
“his simple  Basic NTFS Healthy .. 186223GEB 15153. 81%

= (F Simple Basic FAT32 Healthy .. 1492 GB 14.54 a7 %

= (Disk 0 partitio.. Simple Basic Healthy .. 450 MB 450 MB 100 %

= Lychem Hecerv.. Simple Basic MTFS Heailthy . 350 MB B6MB 27%

~ Disk 0

Basic System Reserved - (C)

1863.02 GB 350 MB NTF5 11862.23 GB NTF5

Onlins Healthy (System, Acbive, Pimary Par |' Healthy (Boot, Page File, Crash Dump, Pimary Partibion)

~ Disk 1 s SO S |
Removable (F:)

1454 GB 14.94 GB FAT32

Online Healthy (Pnmary Partition)

= Disk 2

You can use the seemingly simple Disk
Management tool to resize, create, delete and
format partitions and volumes, as well as change their drive letters
and all without downloading or paying for any other software. You
can also simply use it to check the health of your disks.

File Action View Help
g M Em=XE 3 B
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~ Disk 1 fe—ono——— |

Removahle {F3)

14.94 GB 14.94 GB FATIZ2

Online Healthy (Primary Partition)

= Disk 2

Removable

The tool shows partitions and volumes, which are
similar but different. A partition is space that’s set
aside on a disk separate from the other space on that disk. A
volume is a partition that’s been formatted with a file system. We
will mainly be talking about volumes in this guide.

File Action View Help
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Manage Disk Partitions in Windows 11

Resizing a Volume

If your disk is set up as one big volume and you want to create an extra partition for a second volume, you

will need to know how to resize the existing one.

You will need to make sure that there is enough free
space on the drive before you can shrink a volume.

For example, if you have a 500GB volume which has 200GB of data
already stored on it, you will only be able to shrink it by a maximum
of 300GB, the amount of remaining space.

File Action View Help

Volume Layout Type Status Capacity Free Space

File 5!5tem

Simple Basic NTFS Healthy ... 1862.23 GB 1515.32 GB
= (F2) Simple Basic FAT32 Healthy .. 1492 GB 14.54 GB
== (Disk 0 partitio... Simple Basic Healthy ... 450 MB 450 MB
== System Reserv.. Simple Basic NTFS Healthy ... 350 MB 96 MB

Right click on the volume you want to shrink in
either the top panel or the bottom one and click
‘Shrink volume’ from the Action menu. You will then need to enter
the amount you want to shrink the volume by in MB. So if you
wanted to shrink it by approximately 500GB, you enter ‘500000MB'

Teotal sze before shiink m MB:

Sipe ol gvaleble shink space in MB.

Entar the amount of space bo shonk in MO

lolal a@e aler abnnk in ME: 3T
) voucannot shrink a volume beyond he point where any unmovable fles are located. See
the "defrag” event in the Applicaton log for detsiled information aboul the operation wihen i

hag complated.

System Reserved
350 MB NTFS
Healthy (System, Active, Primyg I

| 450 M8
| | Healthy (Recowery Partit

Sa% “Shrnk 3 bagic voluma” in Disk Managemant halp for mone informaton

=hnnk Lancel

(F:)
14.94 GB FAT32

When you have clicked the Shrink button,
you should see that the disk now contains the

shrunken volume and some new, unallocated space. If desired, you
could now extend the volume back into that space, by right-clicking
and selecting ‘Extend volume’ from the Action menu.

8,
Viosaiae 7/ /] |4s0mB

ip, Primary Partition) ' Unallocated - ”% %’} ’/Z’ ' ”?j’ff ”;’ﬁ Healthy (Recovery Partiti
3 A _..__.-"". ._ : i 7 e A

from the Action menu. In the New Simple Volume Wizard window,
click Next to get started. Specify the volume size you want to create
and then assign it a drive letter on the next screen.

To create a new volume in that unallocated space,
right-click on it and select New Simple Volume

195.31 GB

Unailqcated 7,

New Spahned Volume...

New Striped Volume...
New Mirrored Volume...
New RAID-5 Volume...

Properties

Help

You will then need to decide whether to format
the partition. You will need to format it before you

can begin using it but if you are planning on installing a second
operating system, in order to dual-boot, you will need to let the
new OS format the partition during its installation.

riitio~ Simple Basic

- Simple Bacic
Foomal Parlilicn
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Ty T
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¥

Otherwise, go ahead and format the disk; pick
a file system to use and assign a volume label.

Click Next when you’re ready and then click the Finish button;

Windows will now start to create the volume and, if you chose to,
format it. When finished, you will see your new volume listed.
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Check and Optimise
RAM Usage

Adding RAM, or Random Access Memory, is a good way to give your PC an instant boost
but before you go to the expense and trouble of installing new RAM modules, it is worth
checking what is using your existing RAM and whether it can be optimised.

Checking Memory and Memory Usage

The first thing you need to do, when trying to optimise RAM usage and performance, is check how much you
have and how it is used.

Step 1 To check up on your RAM, you need to open the Step 3 If it seems like most of your available RAM is
Task Manager. Press Ctrl + Alt + Delete on the - regularly being used, and if less than 4GB is installed,
keyboard and then select Task Manager from the list that appears. If consider adding more RAM. You can find out what kind of RAM your PC
Task Manager opens showing just a simple list of tasks, click the More  model uses by looking at the memory info in Task Manager. Then visit

details button to see a more advanced view. the PC manufacturer’s website for more specific info.
— lask Manager
File Options View
Frocesses Performance App history Startup Users Details Services ﬁ.{:{:u‘mr{
2% 51% 0% 0% 0%
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Apps (1)
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m Click the Performance tab at the top and then the m In theory, Windows 11 (64-bit) can run on a PC with
Memory tab on the left side. You can now see how just 2 GB of RAM but in reality you will want at least
much you have in total and then check the graph to see how much 4 GB if you plan regular use. If you can afford to double this to 8 GB,
RAM is being used. Try opening a few different apps while Task you will not only instantly improve performance but also add some
Manager is open, to see RAM usage increase or change. time to the long term lifespan of your computer.
(rr——— —n x]
BSing s i I i
M‘EI’I"IDF}" B GB ,ﬁC‘U‘lEﬁ"{ nnnnnnnnnnnnnnnnnnnnn COMMUMITY  GAMING % | '!nl

U0 VENGEANCE"® LPX
:l- I oo 8GB E1 X EGE} DDR4
DRAM 3000MHz Cl16
Memory Kit - Black

£74.99

| 4.0 GB (158 MB) 3.8 08 _

41/9.1GE 3.7 GB
62T MEB 211 ME
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Using Windows ReadyBoost

Check and Optimise RAM Usage

If you don’t want to spend out on more RAM right now, there are ways you can attempt to optimise your
existing memory performance. One way is to use ReadyBoost.

Step 1
by creating an extra memory cache on an external

USB-connected drive, such as a flash drive. You will need a USB drive
with at least 500MB of free space and a high data transfer rate. A USB
3.0 drive can peak at a data rate of 600MB/s.

ReadyBoost is a way to boost memory performance

Insert the drive into a free USB port on your PC and

then open the File Explorer. Right-click on the name
of the drive in the left-hand sidebar and select Properties from the
action menu. Be aware that computers with a solid-state drive (SSD)
installed, will not be able to take advantage of ReadyBoost.

» === NEO Storac
0 &
> Sl Network
Expand
Open in new window
Format...

Pin to Quick access

Pin to Start

B D D F G

Properties Alt+Enter

-
"

Show more options Shift+F10

Changing Paging File Size

Select the ReadyBoost tab, then select ‘Use this

tep 3
device’. Windows 11 determines if the device can

use ReadyBoost. If it is not able to use the feature, it will let you
know. Windows will then determine how much free space to assign
to memory. Click Ok to reserve this space on the connected drive.

== UUI (F:) Properties

ReadyBoost

ReadyBoost Is configuring your cache...

(") Dedicate this device to ReadyBoost.
(®) Use this device.

Space to reserve for system speed (may be less than actual
free space due to file system limits):

B [ coofT]me

m If you look at the contents of the drive in

File Explorer, you will see a file called ReadyBoost.
sfcache. This file shows how much space is reserved for ReadyBoost.
If you don’t have a USB flash drive handy, you can sometimes use a
smartphone, connected via USB, as a temporary ReadyBoost drive

- Ui {F:)
e Share i
y e B X & § R [ Hoe B
— W Copy path - | Easy access ” e " Edit Sekact none
Q Copy  Pante Move Copy — Delete Rename MNew P :
EI Paske sho ] W= - feddar ‘HI‘H’I:H"}' brvver selecipn
Chighoard Chrganise hew Cipe Select
.- T == * UNI{F)
Hams I Date modified Type Size
a Quick acceds
B Desktop ﬁ- ReadyBoast OTA120M8 _  ReadyBoost Cache File 4,182 256 KB
¥+ Downloads o
¥ Documents -
&= Fictures o
& Google Drive o
f

The paging file is an area on your hard disk that Windows uses like memory. Increasing the paging file

size can help improve your PC’s performance.
Step 1 In the search box on the taskbar, type ‘advanced
system’ and then select ‘View advanced system

settings. In System Properties, on the Advanced tab, select
Settings in the Performance area, and then select
the Advanced tab > Change in the Virtual memory area.

System Properties

Computer Name Hardware Advanced System Protection Remote
You must be logged on as an Administrator to make most of these changes.

Performance
Visual effects, processor scheduling, memaory usage and virtual memory

In Performance Options, Clear the ‘Automatically

manage paging file size for all drives’ check box.
Select Custom size, then enter an initial size (in MB) and maximum
size in the corresponding boxes. Select Set > OK and then restart
your PC by selecting the Start button > Power > Restart.

Virtual Memorny

Svstem Pro pertes

Computer Name  Hard\ [ Automatically manage paging file size for all drives

You must be logged ¢ Paging file size for each drive

Drive [Volume Label] Paging File Size (MB)

Petlonmance
Visual effects, proci




System

Create a Windows 11

Image

Backing up your files is perfectly fine, but in the event of having to wipe your hard drive
and start again, getting everything back in order can be time-consuming. However,
creating a system image means you can almost instantly restore the entire system.

System Imaging

A system image is essentially a snapshot of your entire system. This can then be quickly restored and
conveniently saves you from having to reinstall Windows 11, all your programs and your data.

To begin, click on the Windows Start button and
start typing ‘control panel, then click on the
Control Panel app. From there, go to System and Security >
Backup and Restore (Windows 7). Odd as it sounds, it still uses
the old Windows 7 backup technology here.

‘. Systern and Security

— > S 4k W : Control Panel » System and Security »

Control Panel Home

‘e_? Security and Maintenance

. Sy and Security Keview your computer’s status and resolve ssues '.p[ hange User Account Conbool sel
Troubleshoot common computer problems
Metwork and Intermet
b e Windows Defender Firewall
Check irewall status Adlow an app through Windows Firewall
Frograms
"
User Accounds SFHE"-I
View amount of RAM and processor speed 'i- Allorw reminte acoess Latmeh ronnetsg
Appearance and i
Iz See the narme of This computer
Personalisation
Clock and Region \ Power Options
Case of Access - Change batlery seltings Change what the power buttons do  Change when the con

File History

«* Save backup copies of your files with File History

3. Back up and Restore (Windows 7)

Back up and Restore (Windows T)

Restore your files with File History

Restore files from backup

BitLocker Drive Encryption

Manage Ditlocker

e Storage Spaces
F

Manage Storage Spoces

This launches a new window, the Backup and
Restore (Windows 7) console. Microsoft has kept

this feature intact through Windows 8.1, 10 and 11, purely due
to compatibility support for backups created under older
versions of the OS. To the left, there are two links, click on the
Create a system image link to proceed.

W Backup and Restore (Windows T)

" b m » Control Panel » 5ystem and Security » Backup and Restore (Windows 7}

Gopt) Fanel e Back up or restore your files

$ Create a system image
$ Create a system repair disc

Backup
Windows Backup has not been set up.

Restore
Windows could not find a backup for this computer.

W) Select another backup to restore files from

Windows now scans your system for a drive
capable of housing the system image files. You
may need to make some changes to any drives according to
what messages you get back from the scan. In this example,
the drive we’re using needs to be formatted as NTFS before
Windows 11 can use it.

drives, A system image can be used to restore your computer if your hard drive or computer ever
stops working; however, you can't choose individual items to restore,

(® On a hard disk
= RECOVERY (E:) 12.79 GB free v

i This drive cannot be used to store a system image because it is not formatted with NTFS.

(C) On one or more DVDs

(C) On a network location

Select...

m Providing you’ve met the requirements, you’re

offered a choice of to where the system image can
be written. A drive is the quickest solution when it comes to
restoring the image, but you can opt for DVDs; it depends on the
size of the image as to how many DVDs you need. You can even
select a network location if required.

A system image is a copy of the drives required for Windows to run. It can also include additional
drives. A system image can be used to restore your computer if your hard drive or computer ever
stops working; however, you can't choose individual items to restore.

(@) On a hard disk
w Backup (E:) 13.11 GB free v

() On one or more DVDs

(O) On a network location
Select...




Creating a Windows 11 System Image

m For this example, let’s use an internal second hard Once the process is complete, Windows will ask

drive. Make sure that the correct drive (it could be a you to create a System Repair Disc. This disc
high capacity USB stick or even a portable USB hard drive) is allows you to boot into the environment where you are able to
selected, and then click the Next button to continue. launch the system image restore.

ate a| Create a system image

M Create 3 system image

Where do you want to save the backup?
{ckup| Do you want to create a system repair disc?

A system image is a copy of the drives required for Windows to run. It can also i;l -

drives. A system image can be used to restore your computer if your hard drive We recommend that you create a system repair disc at this time if .

stops working; however, you can't choose individual items to restore. you don't have a Windows installation disc. The system repair disc
can be used to re-image your computer and access other system
recovery options.
(® On a hard disk | |
w Backup (E:) 13.11 GB free Don't show this message again | No |

== Backup (E:) 13.11 GB free
<Refresh>

() On one or more DVDs

m The next window displays the drives included in the m If you click Yes to creating the System Repair Disc,
system imaging process. In this example, the C:\ you need to make sure you have a blank DVD to
drive, the System drive and the System Reserved partition are all to hand. Follow the on-screen instructions and click on the Create Disc

be backed up. When it comes to restoring the system, you’ll need button to burn the repair files to the disc.
ooth partitions for Windows 11 to be able to boot up correctly.

s Create a system repair disc = X

Confirm your backup settings , - e _
Select a CD/DVD drive and insert a blank disc into the drive

Backup location:

A system repair disc can be used to boot your computer. It also contains
Windows system recovery tools that can help you recover Windows from a
The backup could take up to 13 GB of disk space. serious error or restore your computer from a system image.

- Backup (E:)

Drive:
The following drives will be backed up:

System Reserved (System)

= . (C) (System)

Create disc

When you’re ready to continue, click the Start Step 10 Should you need to restore Windows 11 from the
Backup button. This begins the imaging process, system image, you can boot into the System
which can take some time depending on the amount of space used Repair Disc and select the System Image Recovery option from
on the C:\ drive and the speed of the drive to which you’re writing. within the Advanced Options of the Trouble Shoot menu. Follow
Allocate ample time if you’re writing to DVDs. the instructions, and within minutes, Windows 11 is back as it was
when the system image was taken.

& Create a system image 4

Windows is saving the backup... @ Adva NC Ed O pt| ons

— | System Restore Command Prompt
. Use a restore point recorded on your o Use the Command Prompt for
PC to restore Windows IC

Backing up (C:)...

System Image startup >ettings
F ecovery Change Windows startup behavior

Recover Windows usng a spoohc

system mage hbe

Slarlup Repair Go back lo lhe

Fix prroatilesms thal keep Wincows Trom [_].! EVIOUS VeI ':.|:|_I}l |
lading




Setting Up
Dual Monitors

With a second monitor and the required connectors on your PC, setting up Windows 11
to display over two screens is easy. Having a second monitor can really help to increase
productivity, and allow you to stay more organised when you’re at your computer.

Setting Up a Dual Display

Matching up the resolution and size of your two chosen monitors will give the best results but even
mismatched monitors can work really well in dual format.
You will now need to configure the dual monitor

Step 1 You will obviously need to ensure that your PC has
the requisite connections for two monitors (two setup to your liking. Windows 11 allows you to

HDMI, VGA or DVI ports, or a combination of these). Check the back  easily choose how the dual monitors display. Press Windows Key
of your PC tower or the side of your laptop to find out. With your PC  + P to see the Project side panel. Here you can choose from PC
turned off, connect both monitors to the available ports. Screen Only, Duplicate, Extend or Second screen Only options.

¢ Project (m+ P

@l | PC screen only

@3 Dpuplicate

I @0 Extend

L3 second screen only

More Display settings

e e ————

EMG o919
ey
ol () RISt

Boot up the computer and log in. Windows m PC screen Only and Second Screen only are fairly

should automatically detect that two displays are self-explanatory, displaying an image on one or the
connected and you should see both of them displaying a desktop. other screens. Duplicate is also fairly easy to understand, showing
Your main display will have all of your icons on it, whilst the new exactly the same display on both screens. Extend turns the two

second display will be blank apart from the taskbar along the bottom.  monitors to one long screen that you can spread out across.

¢ Project =+ P

@] PC screen only
Ala Duplicate
I @8] Extend

LA Second screen only

i More D:iph‘:.-‘ settings

e ————————

ENG 0919
P
UK I;E + 15/10/2021




The Extend option is the one which needs the
most setting up. On the main display, right-click
anywhere on the desktop and choose Display settings from the
Action menu. Scrolling to the bottom of the display settings gives
you another way to choose the display mode.

E——
€  Settings
Q Russ Ware System > Display > Advanced display
russ@bdmpulblications.com
Find 4:56tting o Select a display to view or change its settings
| = System

Display infarmation

0 Biluetooth & devices | Di
Internal Lispla
=l S

Display 1: Connected to Intel(R) HD Graphics Famiby

¥ Network & internet
7/ Personalisation Desktop maode 1366 = 768, 60 Hz
Active signal mode 1366 = 768, 60 Hz
B Apps Bit depth 8- bit
Colour farmat RGHE

& Accounts
Colour space Standard dynamic range (SDR)

D Time&ia nguage Display adaptor properties for Display 1

## Gaming

Choose a refresh rate
& higher rate gives eoothar motion Byt ales yees more ooger

At the top of the display settings are the two
displays side-by-side. 1 is your main display and 2

is the secondary display. Which side of the screen the two monitors

“join” at (which side allows you to move on to the second monitor)
is controlled by dragging the display boxes here to the left or right.

System > Display

Select a display to change the settings for it. Drag displays to rearrange them.

Identify Extend these displays ~

S Multiple displays i

Choose the presentation mode for your displays

Setting Up Dual Monitors

If you don’t want to see the taskbar on both
displays, go to Settings > Personalisation >

Taskbar, and scroll down to Multiple displays. You can then
choose to turn off the taskbar on the second display. You can
also spread a single wallpaper across both screen by selecting
Span in Background settings.

€ Settings
Q Russ Ware Personalisation > Taskbar
russ@bdmpublications.com
s Always show virtual touchpad icon
catts 3
Find a setting H Taskbar corner overflow
Choose which icons may appear in the taskbar corner = all others will appear in the task
B System
Taskbar behaviours
ﬂ Bluetooth & dewvices faskbar alignment, badging, automatically hide, and multiple displays
¥ Network & internet .
I Taskbar alignment
| / Personalisation =
[ | Automatically hide the taskbar
& Apps
Show badges {unread messages counter) on taskbar apps
& Accounts <) g i i
¥ Time & language u Show my taskbar on all displays
2 Gaming . .
When ysing multinle dizplays, show my taskbar apos on

Spreading out across the two monitors in Extend
mode is as easy as clicking and dragging a window,
be that a browser window, app or anything else, to the “joined” side
of the main screen. Just keep the mouse pointer moving and it will
continue on to the second screen seamlessly.

10:45 2

Tam Holland sparks rumours his
Lpadicr-Man era is comng to an end
a5 cast moves on o next chapters’

Lourdes Leon reflects on chiddhood
wath ‘contral freak’ mother Madonng

g o

G 423

Pension fee rize will mean warking

You can view settings for each display
independently, by clicking on one you want
to see, and then scrolling down. You can change the scaling,
orientation and resolution of each display to best suit the
specification of the monitor, if it is the case that the two
monitors have different maximum resolutions.

oL Settings

Q Russ Ware
russ@bdmpublications.com

System > Display

HDR
= fror]
Find a setting D More about HDR
& System
| ys Scale & layout
ﬂ Bluetooth & devices
rD-1 Scale
s - I St s . g
o _nange the size of text, apps, and other [tems
¥ Network & internet '
/' Personalisation ! Display resolution
ety Adjust the resalution to fit your connected display
o Apps
@ . ;
w Accounts 92  Display orientation

® Time & language

9 Gaming Related settings

m QP HOCH - & & AvaD o

Depending on the graphics card software you have
installed (Radeon for example), you will usually
have further display options for the second monitor in the graphics
adapter settings. This might include Virtual Super Resolution and
GPU scaling, helping you match up resolution settings.




How to Create a
Recovery Drive

A recovery drive is a useful way to ensure that you don’t lose data in the event of a critical
malfunction. It can help you both troubleshoot and fix problems, even if the PC won’t

start as it normally would. All you need is a blank, formatted USB flash drive.

Protecting Your PC and Files

Creating a recovery drive is a relatively simple process. It does however take a bit of time to create but it’s
worth the effort as it could save you a lot of frustration in the future.

The first thing you need to do is find a USB drive
that is large enough and then make sure it is
ready to be used. The USB drive you decide to use won’t be able
to be used for anything else like storing other files, etc. so make
sure it is a spare, or bought specifically for the task.

* (‘o a -

'\- o ".J!!-
E ' J"-H
c‘ i P .r"'f'..-

A basic Windows 11 recovery file will be less than
500MB but if you choose to include system files in

the backup (recommended), so you can use it to reinstall Windows,
you will need much more space. A basic recovery drive can be as
small as 1GB but a full recovery drive needs to be at least 8GB.

System > About

pAIRIX - Office
Default skiing

| = System E:l Device spacificat

0 EBluetooth & devices
Device name {

W MNetwork B internst Processor

/ Irvitiadled FLAM B.00 G (7.B4 GB usable

Personalmaton
Denee 1D P L L= 2 0 - DTS- S - 5 A T U SENAE
03 30-B1405-53548- A ADRE

B Apps Product ID A -4

System type 64d-hit operating system, ¥5d-baced processor

= Accounts Pen and towch No pen or touch input is available far this displa

P Time & language
Related links Domainor workgroup  System protection  Advanced system settings

& Gaming

K Accessibility BE  windows specifications

W Privacy & security

Edition
@ Windows Update Werskon THG
installed on

2% buidd

Expernence

Your USB drive needs to be wiped of everything
currently on it before the recovery drive is created.
You can do this during the set up process later or you can format it
yourself right now: a useful thing to know how to do. Insert your
USB drive into a free USB slot on in your computer.

" 4

7’

o
m Open the File Explorer on your computer and you

should see the USB flash drive listed in the sidebar.
It will probably be labelled as the (E:) or (F:) drive. Right-click on the
drive label and select Format from the action menu. Leave the
settings as default (should be FAT32) and then click Start.

» i OneDrive
> Wl This PC
» == NEO Storage (D

U &

» 'h Nelwork =

Expand

Ly

Open in new window

Format...

> [

Pin to Quick access
Pin to Start

Properties Al +Enler

A R

Show more options




How to Create a Recovery Drive

m You should now be ready to create your recovery Step 8 Click Create on the next screen and the process will
drive. In the search field, type “Recovery Drive” begin. This may take a while to complete,

and select the Recovery Drive app result. In newer versions of so go make a coffee and leave it to run. A progress bar shows how far
Windows 11, you might also be able to find the Recovery Drive in along it is, should you need to check. Do not remove the USB drive,
the main apps list, opened by clicking the Start menu button. or turn off your computer, before the process finishes.

o recovery drivel

Al Apps Documents Web More - e Creating the recovery drive

Best match .

Recovery Drive N .
> ...:v Copying systemn

Settings Recovery Drive

App
Create a recovery drive

Search the web :
Dpan

£ recovery drive - See web results Run a3 administrator

j:] recovery drive windows 10 Open file location

Pin to Start
£ recovery drive usb
Fin to taskbar

m Allow the software to “make changes to this PC”
and the setup wizard will open. This first screen is

When the process is complete, you should be
prompted to delete the recovery partition on your

where you choose whether you want to back up system files with PC, to save some space; as long as you plan to keep your recovery
the recovery drive, so you can use it to reinstall Windows 11. If you drive, this is safe to do. If you are not sure, you can leave the recovery
do, tick the checkbox and then click Next. partition in place; it can be deleted at a later date if you wish.

Create a recovery drive The recovery drive is ready

Even if your PC can't start, you can use a recovery drive to reset it or troubleshoot problems. If
you back up system files to this drive, you'll also be able to use it to reinstall Windows.

k] Back up system files to the recovery drive.

If you did not already have a recovery partition on
your computer, you won'’t see this step. You will

Step 10

Step 7 After a few moments, you will be asked to select
the USB flash drive you wish to use. If you only have

one USB drive inserted, it will be the only one shown and will be simply be informed that the recovery drive is ready, and to click
automatically selected. You are reminded again how much storage Finish. Remove the USB drive from your computer and put it
space the drive needs, and that all existing data will be wiped. somewhere safe. It is a good idea to label the drive so it is not reused.

File- Aciion View - Help
e T HE DX a=

Volume Layout Type File System Status Capacity Free Spa... | % Free Fault Tolerance
[ ) Simple Basic MNTF5 Healthy (B... 59990 GB 55083 GE 99 % Mo
Select the USE flash drive < (E) Simple Basic NTFS Healthy (P.. 940 GB T =
@ (G) Simple Basic NTFS Healthy {L.. 10.56 GB i
i Recovery{Local Di... Simple Basic MNTFS Healthy (P... 1842 GB Explore
The diive must be able to hold at least 8 GB, and everything on the drive will be deleted. as aacsc ol O S Hesa B SN T
Change Drive Letter and Paths...
‘] i Format... t
Available drive(s) Extend Vol 373
-~ SO Copsco I B -
Basic  System Reserved i Shrink Volume...
600,00 GB 100 M8 NTFS 509,90 GB NTFS Add Mirror...
Online iHeaI'thy {(System, Active, Pnn | Healthy (Boot, Page File, Crash Dumgp, Py Delete Voloire...
| £
Properties =
LADisk 1
Basic | &) (G:) RecoverylLocal Disk) Help
60.00 GB {940 GB NTF5 10.56 GB NTFS 18.42 GB NTFS f"m
Online l Healthy (Primary Part § Healthy (Logical D i Healthy (Primary Partit [ Unallocated ‘
! A A
—4CD-ROM 0
OVD (Dx)

Mo Media -
B Unzliocated [l Primary partition [ll Etended partition B Free space [l Logical drive




Fix Wireless Network
Connection Problems

It’s certainly frustrating when you’ve just sat down at your computer to browse YouTube
videos or play some online games, only to find that you have no Internet connection. If
the same problem occurs when you need to start work or finish that important essay, it
can cause a ripple of panic to spread through your body. Try to stay calm by focusing on
fixing it and initially try these solutions.

~—>
)

1 Make Sure Wi-Fiis On

If you are trying to connect wirelessly, check that
Wi-Fi hasn’t somehow been switched off: click
the Start button, select Settings > Network &
Internet > Wi-Fi. Next, select “Show available
networks” and if your network appears in the list,
select it, then select Connect.

Network & internet > WIiFi

Show available networks

If using a laptop, make sure the physical Wi-Fi = Niahae Fiowt Aetieis
switch (if there is one), is turned on. An indicator : Add, remove, and edit networks

light usually shows when it’s on or off.

o : e Hardware properties
Agaln, |f USlﬂg d laptﬂ'p ('DI W|ﬂdGW5 11 tablEt): View and manage WiFi adaptor properties

check to see that Flight mode is turned off: select
the Start button, then select Settings > Network &
Internet > Flight mode and if it’s on, turn it off.

Random hardware addresses
Help protect your privacy by making it harder for people to track your device location.

2 Restart Your Modem and/or Wireless Router

If you’ve never experienced network problems before, you may never have touched your modem or wireless router, however,
occasionally problems arise with its configuration and it needs to be reset to establish a new connection to your Internet

service provider (ISP). When you do this, take into consideration that everyone connected to your Wi-Fi network will be
temporarily disconnected.

Step 1
Unplug the power cable for the router and/or
wireless modem from the power source.

Step 2
Some modems have a backup battery, if so, remove
this and wait around 30 seconds.

Step 3

Replace the battery and plug the modem/router
back into the power socket. The lights on the modem
will blink for a few minutes as it reconnects.

Step 4

Wait until the status lights on the box stop blinking (if
any fail to come on or light up red, there is another
problem) and then try again to connect your PC to
the network.
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Microsoft Windows [Version 10.9.17763.194]

(c) 2018 Microsoft Corporation. All righte reserved.

AN e DRSS S P et sh wlan show wlanreport
Generating report .

Querying WLAN Events ...

Running ipconfig ...

Running netsh wlan show all ...

Querying Wireless Profiles ...

The Wireless AutoConflig Service (wlansvc) 1s not running.Queryling System and User Certificates ...

Querying User Info ...
Querying Network Devices ...

netsh wlan show wlanreport.

Report written to: C:\ProgramData\Microsoft\Windows\WlanReport\wlan-report-latest.html

done.

C: \WINDOWS\system32>

; e e e e e o T o
o] Administrator: Command Prompt
{ L T R e 8 P L P e S L B RP T ST L AT L Sl T i

Microsoft Windows [Version 10.8.17763.194]
(c) 2018 Microsoft Corporation. All rights reserved.

C: \WINDOWS\system32>ipconfig

Windows IP Configuration

Ethernet adapter Ethernet:

Connection-specific DNS Suffix . : lan

Link-local IPv6 Address . . . . . : TeB@::48c5:ad4lc:2b76:fb5%3
IPv4 Address. . . . « o« « 2 « « « + 192.168.1.127

SUDNEE Mask o o« o« o o o o o o o « & 255.255.255.8

Default Gateway . . . . . . . . . : 192.168.1.1

C: \WINDOWS\system32>ping 192.168.1.1

Pinging 192.168.1.1 with 32 bytes of data:

Reply from 192.168.1.1: bytes=32 time<ims TTL=64
Reply from 152.168.1.1: bytes=32 time<ims TTL=64
Reply from 192.168.1.1: bytes=32 time<lms TTL=64
Reply from 192.168.1.1: bytes=32 time<lms TTL=64

Ping statistics for 192.168.1.1:

Packets: Sent = 4, Received = 4, Lost = @ (8% loss),
Approximate round trip times in milli-seconds:

Minimum = ©ms, Maximum = ©ms, Average = ©ms

C: \WINDOWS\system32>_

www.bdmpublications.com
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What is
Encryption?

To better understand encryption, it’s worth taking a moment to learn about its origins,
how It has developed over the years and how it applies to our modern communications.

Encryption is the act of protecting your data from pr

b ’

]

The word encryption comes from the ancient Greek word Kryptos, which means hidden or secret. Interestingly,
the practise of hiding messages from others can be traced back to early Egyptian scribes who inserted non-
standard hieroglyphs within other communications in order to hide the message from casual viewers. According
to historians, the Spartans used strips of leather engraved with messages. When the strips were read, they were
meaningless, but when wrapped around a staff of a certain diameter, the characters would be decipherable.

Of course, the modern forms of encryption are far more advanced,  set of algorithms and standards to protect the communication on
but the overall core concept has remained the same: to be able to the battlefield and from one government agency to the next.

send a message to others without anyone else being able to These algorithms grew in complexity as technology advanced and
decipher it. However, modern encryption now requires more than it wasn’t long before the military-based forms of encryption were
merely sending coded messages. Not only is confidentiality being used in commercial modes of communications. Within a
required, encryption must perform a level of authentication, so the  few short years, bank transfers, cash withdrawals and data sent
origin of the communication can be verified; integrity of the to and from modems began utilising these new protocols to

communications, where both the sender and those who receive the  protect sensitive information.

communication can be sure that the message hasn’t been altered

in between; and some form of nonrepudiation, where the sender Today we’re regularly seeing and using devices that boast

cannot deny having sent the communication in the first place. ‘military-grade 256-bit AES’ forms of encryption, a standard that is
regarded as nearly impossible to break without spending billions

During the early digital age, the only users of encryption were the  on specialist hardware and software. In plain English, the modern

government and military. As such, between them they created a form of encryption takes data and passes it through an algorithm



together with a key. This creates a garbled file

of characters that can only be read if the correct
key is applied to decrypt the data. Algorithms
today are divided into two categories: symmetric
and asymmetric.

Symmetric key cyphers use the same key to both
encrypt and decrypt data. The most popular
symmetric cypher is AES (Advanced Encryption
Standard), developed by the military and
government to protect communications and data.
This is a quick form of decryption that requires the
sender to exchange the key used to encrypt the data
with the recipient before they’re able to read it.
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Making data impossible to read is just one step; you also need the key to decrypt that data

Asymmetric key cyphers are also known as public-key
cryptography and utilise two mathematically linked keys, public
and private. The public key can be shared with everyone and is
usually generated by software or provided by a designated
authority. The private key is something that’s usually only known
by the individual user. Interestingly both types of keys can be
applied, where one user has a public key and another a private key,
which can be combined to form a shared encryption level. These
keys are many characters in length, making it nigh impossible for
someone to Brute Force hack them. The Brute Force method
involves using a program on a computer to try every possible
combination of a key until the correct one is found. In the case of
the 256-bit encryption, it would take 2**° different combinations to

break the key. If you were able to force one trillion keys per second,
it would still take you somewhere in the region of 10°" years in
order to crack 256-bit encryption. However, a powerful computer
can probably manage around two billion calculations per second,
so in theory, it would take 9.2°° years for your standard desktop to
crack it. Keep in mind that the universe has theoretically only been
in existence for 1.4'° years.

Numbers this big are generally far too mind-boggling to
comprehend. Suffice to say that if you’re able to use 256-bit
encryption for your communications or to protect your data,
then you’re going to be protected for at least seven times the
current age of the universe.



Encrypting Your
Windows 11 Laptop

Windows 11 Pro comes with Microsoft’s BitLocker program to encrypt the file
system; however, Windows 11 Home versions do not have this feature. Luckily,
there are many other encryption programs available for download.

Protecting Your PC and Files

We’'re going to encrypt a 2GB USB flash in this example, purely for ease of use and to demonstrate how you can

doing (as we are) a test of the software first, on a disk that you
don’t mind messing up should you get the process wrong. Let’s
start by navigating to the DiskCryptor homepage, at www.
diskcryptor.net/wiki/Main_Page.

encrypt your entire laptop hard drive(s).

Encryption doesn’t affect the core data, other than
making it impossible to read without the
decryption key. Still, it’s always worth making sure you have a
backup of all your data prior to any system related changes. If you
store your work or data in the Documents folder, then start by
opening it in Windows Explorer.

Home Share View

It's always best to save data before commencing
with anything like this. It’s also always worth

Main Page
CGHREATE AGGOUNT LOG 1IN
Nawigation discussion view source history
= Main Page
= Downloads
= Forum .
Ir DiskCryptor
Support 0 i : |
TS pen source partition encryption soluti
= FAQ
= Changelog
= Screenshots Description
- DiskCryptor is an open encryption solution that offers encryption of all disk partitions, including t
el . sharp contrast with the cument situation, where most of the software wath comparable functionalif
Go | | Search unacceptable to use for protection of confidential data.
Toolbox

= \What links here
= Related changes
= Special pages

= Printable version
= Permanent link
= Page information

Originally DiskCryptor was developed as a replacement for DrveCrypt Plus Pack and PGP WDE
create the best product in its category. Moreover, in the future, considerable effort will be devoted
explaining the internal mechanics of the program, which would be the best confirmation and demy

DiskCryptor releases from 0.1 to 0 4 were fully compatible with TrueCrypt. as they used a corres)
AFS5-256 algonthm in LRVW mode. Starting from DiskCryptor 0.5, the program relies upon its awi
encrypting partitions with data on them, as TrueCrypt format has been onginally meant for creatig

= S |j ¥ This PC » Documents
MName g Date modified Type Size

# Quick sccess Fax 04/08/2016 14:48 File folder
f@a OneDrive Freemake 0082016 14:48 File folder
Functional ICT Resources 04/08/2016 14:48 File foldes
S This PC Functional Mathematics Resources 04/08,/2016 14:42 File folder
jl David Hayward (Gal Game a Day 0d/08/2016 14:46 File folder
BB Desktop Imagine Publishing 04/08/2016 14:46 File folder
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Rise of the Tomb Raider Q4/0RI016 1442 File folder

Press Ctrl+A to highlight all the files, then press
Ctrl+C to copy them to the clipboard. Next, choose

a suitable backup location - such as an external or network drive -
and when ready, press Ctrl+V to paste the copied data into the new
location. Then, should something go wrong, you have a recent
backup of your most used data.

increase in DiskCryptor's stability, eliminated many problems associated with file systems. and
of the program.

Proaram Features

Using the menu to the top left, click on the
Downloads link. Look for the latest version in the
Download section and click the link for the Installer. This opens a
confirmation box; click the Save File button to download the
DiskCryptor executable file.

discussion  view source  histony
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| Pictures ' _ ider

g Y complete = b

& Google Drive
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-‘ Downloads

While encrypting System partition it is strongly recommended to:
» Create bootable LiveCD with DiskCryptor BEFORE encryption
= Backup volume header AFTER encryption

Download
Version Type Size (KB) SHA-1 checksums & PGP Signature
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pening dorypt_setup.exe
Installation

You have chosen to open:

5| derypt_setup.exe
which is: Binary File (978 kB)
from: https://diskcryptor.net
Would you like to save this file?

To install the program

1. Download installer or .zip packag
2 Run

s derypt setup.exe (install
s derypr . &xX& or decon —in
3. You would be prompted to install

After the reboot you can start to use the
Save File

Cancel
The update of the program to a nower v




The dcrypt_setup.exe file should now be in your
Downloads folder. Double-click it and select Yes to

accept the Windows confirmation. With the DiskCryptor setup
window open, click the Next button and accept the license
agreement on the following page. For the remainder of the options,
choose the defaults by clicking Next. When done, click the Install
button and reboot the computer.

.ﬁ 'iL-T.”, - DiskCryptor ) -

Select Destination Location
Where should DiskCryptor be installed?

Setup will install DiskCryptor into the following folder.

To continue, dick Next. If you would like to select a different folder, dick Browse.

C:\Program Files\dcrypt

m After a reboot, click the Windows Start button and

locate the newly installed DiskCryptor program. You
need to click Yes to authorise its administrative access. With
DiskCryptor open you can see the list of currently installed hard
drives in your system. You can click each in turn and view its
information at the bottom of the DiskCryptor window.

DiskCryptor 1.1.846,118 — x
File Volumes Tools Help Homepage
Disk Drives M
| Size | Label | Type Status | |
= STBOODOYNODOZ2-178112 Encarypt
= D: 7.27718 New Volume  NTFS -
(=4 Samsung 55D 750 EYO 250GE =
= C 210 GB NTFS sys
=1 Volume? 800 MB AOMEI FAT32 Mount All |
=1 Volumes 21.4GB AOMEI Recove... NTFS T :
=3 Volume3 450 MB Recovery NTFS bty |
— Kingston DataTraveler 2.0
=l E: 1.86 GB KINGSTON  FAT boot

Start by selecting the disk you want to encrypt. As
mentioned before, in our example we’re going to

Step 7

test this out on a USB stick. We recommend you also do this until
you’re comfortable with the process. With the correct drive
selected, either click the Encrypt button to the right or right-click

and choose Encrypt from the menu.

DiskCryptor 1.1.846.118 - X
File Volumes Tools Help Homepage
[m!k Drives [ r__h_ i i
J Size | Label | Type | Status | | |
STEO0OVNODO2-128112 Encrypt |
= D: 7.277B MNew Volume  NTFS .
=3 Samsung 55D 750 EVO 250GB mizelid |
= C: 210 GB NTFS sys
=1 Volume? 800 MB AOMEI FAT32 Mount All |
& Volumes 21.4GB AOMEIRecove... NTFS P—— '
=l Volume3 450 MB Recovery  NTFS irkiszetizl |
=3 Kingston DataTraveler 2.0
= F 1 nrcg KINGSTON  FAT boot

Encrypt
Format

Encrypting Your Windows 11 Laptop

You’re now offered a selection of available
algorithms from which to choose. Click the

Step 8

drop-down box to view them all, however, we recommend staying
with the default AES algorithm for the time being. Leave the Wipe
Mode box as None and when you’re ready, click the Next button.

Cabei 'ITF!] SEms ] ! VFI
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‘ Next

m In the next section, choose a unique password for
accessing the encrypted disk; you’re notified how

strong the password is. When you’re ready, enter it again in the

Confirm box. Click the OK box to start the encryption process.

j SIZE | Label | Type | STt | J
SIS \ Device\HarddiskVolume Sy
= . ecrypl
Sam  Volume Password :
=
S Password: AN AN AR |— ﬂ'lﬂ"h' Password ﬂl.'.ﬂ.l'ltal
= T et st st | UseKeyfile Unmot
= King; Status: | Correct Kevfiles
= .
Layout: IMW b
Password Rating
' Al Other  Digits
High Caps Latin
Small Latin  Spedal Symbols
| Back oK Cancel
l II l.

Depending on the size of the drive, and how much

datais on it, the encryption process could take
some time. When it’s complete, you’re notified and the selected
drive will be fully encrypted, with you able to access and decrypt it
using the password you set up in the previous step.

L DiskCryptor 1.1.846.118

File Volumes Tools Help

'Disk Drives

| | Size | Label | Type | Status

= STS000YNOODD2-128112

: = D 7.2778 New Volume  NTFS

(=3 Samsung 55D 750 EVO 250GE

| = C 210 GB NTFS sys
= Volume7 800 MB AOMEI FAT32
= VolumeB 21.4GB AOMEI Recove... NTFS

. &= Volume3 450 MB Recovery NTFS

=4 Kingston DataTraveler 2.0

' = E: 1.86 GB KINGSTON FAT encrypt 00% boot




Windows 11
Power Options

If you use Windows 11 on a desktop PC, you might adjust the power options for how long
the PC sleeps or when the display turns off when inactive. With a laptop, the Windows 11
power options should definitely be something with which you are more familiar with.

View, Switch and Create Power Plans

Within the Power Options panel you can choose from preset Windows 11 power plans, or you can create
your own based on your computers’ power requirements.

Click on the Windows 11 Start button and enter:
Control, then click the first result, Control Panel
App. From there, select System and Security > Power Options.
Windows 11 will, by default, have selected the Balanced power
plan. This is designed to balance performance and energy
consumption, and is best for PC’s that are connected to the mains.

4 W+ Comtrol Pane

» Hardwire ind Jound » Powsr Qptionsg

Conmtral Pancl Home = L
Choose or customise a power plan

Chiisiae wlial Hie v

£ power plan is a collection of handwarne and pystem cettings (like degplay Brightnece, tleep, etc.) Ehat manages
hosy wour computer e power. Tell me rmgre sbout power plang

5, [TTLIFTTE I ]

Choose what clesing the hd Selected plan
dnss

Baland £d | Fecomime il ed)

L3 Lrcate 3 poveer plan deumala ally adlarir e |rr|'-|.'||!u||truli| I L termamiuplaie m o ageabde haichsmre

B Choose whin to tuin off the
dispiay

w Change whan tha cormputer
P

|

On a laptop, you can access the power options by
right-clicking on battery indicator in the taskbar

tools. There are two other, default power plans alongside Balanced;
Power Saver is designed to reduce energy use by scaling back
performance when possible. Good for laptops using battery power.

3 Power and sleep settings |
_—Fﬁf

10:49
et = h
- > D). 13/10/2021 o

The High Performance power plan is, as the name
suggests, best for overall performance, but will
use more power and is unsuitable for use on a laptop using battery
power. To switch between power plans, simply select the one you
want to use. For many users, this is all you will need to do.

& » Control Panel > Hardware and Sound » Power Options » Create a Power Plan

Create a power plan
Start with an existing plan and give it a name.

(@) Balanced (recommended)
Automatically balances pefformance with energy consumption on capable hardware.

() Power saver
Saves energy by reducing your computer's performance where possible.

() High performance
Favours performance but may use more energy.

Plan name:
| My Custom Plan 1

Mext . Cancel

To customise any of the power plans, click the
link next to the relevant one. The next screen
will let you set when the display turns off and when the
computer sleeps after inactivity. You can also click “Change
Advanced Power Settings” to see settings for the hard disk,
desktop, USB and processor and more.

Advanced setings

: Select the power plan that you want to customise, then
\Q choose settings that reflect how you want your computer
to manage power.

My Customn Plan 1 [Active] w

= Hard disk
= Turn off hard disk after

On battery (Minutes): | 20
Plugged in: 20 Minutes

# Internet Explorer

# Desktop background settings

F Wireless Adapter Setbings

@ Sleep

[ USE settings

o latalP Grankice Salinmac
i

Restore plan defaults

| Cancel




You should be fairly careful when changing these
advanced settings, especially for things like the

processor (although Windows should prevent you from making a
damaging change). It is best to make small changes, and then test to
see if the change has had the desired effect, before making more.

anel » Hardware and Sound » Power Options » Edit Plan Settings v @ |5

Change settings for the plan: My Custom Plan 1
Choose the sleep and display settings that you want your computer to use.

] On battery 29 Plugged in
kY Tumn off the display: .111 minutes | 15 minutes »
'. Put the com puter to sleep: .hﬁﬂ.l'ﬂ[ v : Mever o
Creste || Cancel |

on whether it is working on battery power or plugged into the

Windows 11 Power Options

Your laptop might have software installed that
automatically switches power plans, depending

mains. The settings for this can usually be found in the taskbar

tools panel at the bottom right of the screen.

ASUS Battery Health Charging

L ST piekook M s alwsrs powesed] by ils AC pckaprles, sl 1o oa
lerm provaeer et (aroond G or B :I Ty EEtena thas Dathery e
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Use Your Laptop with the Lid Closed

If you want to be able to use your laptop with an external keyboard, mouse and monitor, without having to
keep it on your desk and switched on, you need to change some power settings.

When you close your laptop lid, the default
setting will be for Windows 11 to go into low

Step 1

power sleep mode. This is obviously no good if you are using your
laptop with an external monitor, as it will make the laptop
unusable. To solve this problem, click on the Battery icon > power
and sleep settings in the taskbar.

{63 Power and sleep settings *

10:56
13/10/2021 o

AN 7 P E

In the Power Options panel, look in the left sidebar
for the option to “Choose what closing the lid

does”. Click this and you will see the Power button, Sleep button, and
lid closing settings. You can change the settings for each individually.
Settings include: Do Nothing, Sleep, Hibernate and Shut Down.

Control Panel » Handware and Sound » Power DFH:IEI'I'IE » EyEEm Setiings w | [0 Search Cond
Define pawer buttons and turn on password protection

Choose the power settings that you want for your computer. The changes that you make to the settings on
thia page apply bo all of your poweer plana,

E' Lhange settings that are currently unavailable

Power and sleep buttons and lid settings

j On battery A9 Pluggedin
@ When | press the power button: | Sleep | | Sleep »
e When | press the sleep button: Slesp “| | Sleep bt
% When | rincs the hid Slaap w!  Slesp v

Shut-down settings
Turn on fast start-up (recommended)
This helps start your PC faster after shut-down. Restart isn't affected. Lean More
Sleep
Lhow in Power menu,

Hibernate
Show in Power menu.

Lock [t'%.

Show i account picture menu,

Use the drop-down menus to select what happens
when you close the lid, both when on battery and

when the laptop is plugged into the mains. When you are happy with
your settings, click the Save the changes button and you will be able
to use the laptop as a desktop replacement with the lid closed.

_@ When | press the power button: | Sleep ~ Sleep v
@ When | press the sleep button: .-Sleep v .-SIeep b
_b__ When | close the lid: Sleep e Sleep "

Shut-down settings SlFEF" ! *

Hibernate
Turn on fast start-up (recommended) Shut down

This helps start your PC faster after shut-down. Restart isn't affected. Learn More

Sleep

Show in Power menu.
Hibernate

Show in Power menu.

Lock

e,

If you also take your laptop to different locations
out of the house, it is a good idea to revert these
changes. If you don’t, you run the risk of having the laptop continue
to run while in a bag, etc., which, if the cooling vents are covered,
can be damaging to the hardware.




Manage Your Privacy
In Windows 11

Controlling security on your computer is important but almost as important is being
able to control your privacy settings. Microsoft recently launched a web-based privacy
dashboard tool and this has now become available to everyone in the Creators update.

The Privacy Dashboard

The privacy dashboard is web-based rather than in the settings and it allows you to manage multiple devices
from a single interface, as long as you are logged in to a single account.

Open your browser and navigate to www.account.
microsoft.com/privacy. If prompted, use your

Microsoft account details to log in. You will be logged in to the
privacy overview page that lets you quickly see what privacy
settings the dashboard contains and controls.

Welcome to your privacy dashboard
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Along with the main Search, Browsing and
Location privacy categories, if you scroll down to

the bottom of the page you will see entries for everything from
Apps to Xbox, with simple links to take you to the settings and
options for those privacy areas.

Manage your privacy settings

Find out how 1o mansge your privacy $£1ings in products and services

-H ‘s J TH S = in|

Wincowns Xbou Oifsce Microsoft Teams Skype Mews Community Limkexdhin

More privacy settings

Leam about managing ad prefenences, app and fenace access, pramobonal communications, and more

L
T N |5 H
- ] E .u .
.58 o - Ny
— w

Ad settings Apps and services Promotional communications Other Microsoft products

Click on one of the main categories, Search,
Browsing, Location or Cortana, and you will see
more information. This could include a list of searches you have
made or websites visited (in Edge only, not other browsers),
interests Cortana has saved for you or locations you have been.

Your privacy
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m Each section has a Clear button, whether that

is clearing browsing history, search history and
so on. It is next to a warning that states clearing data will stop
Windows being able to provide you with accurate and relevant
information. You need to decide what is more important,
orivacy or recommendations.

If you choose to clear your search history, we won't be able to provide you with better
search results, suggestions, recommendations and other personalised expenences.

If you want to be anonymous when you search without dlearing your search history,
you can always open an InPrivate window in Microsoll Edge.

Are you sure you want to clear search history?

Yau won't be able to recover or restore this data.

Cancel Clear




Another useful privacy section in the dashboard
is the Advertising Preferences. This lets you

control whether personalised adverts are shown to you in the Edge
browser. Some of the ads you may receive on Microsoft websites
and apps are tailored to your previous activities and searches.

Personalised ads in this browser
L on @)

Control the “personalised ads”™ setting for
this wab Browser.

Where Can | Learn More about Advertising on Microsoft Websites and Apps?

Microsal pariners with ADL AppMNexus and other third pamy sendor providers 1o help present customised content
and display advertsermnants on MSN, Qutlook.com and other websites and spps. Microsalt also delivers search ads to
Bing and our ssarch syndication partnens. Leam mone about Microsoft's privacy practices here. You can bearn more
albout intarest-based ads from AQL and AppMeaus |n thair privacy statements: 200 and Appheaus

Learn e w
What Chowces Do | Have About Interest-Based Advertising?
O this page, you can opt out of receiving intenest-based advertising from Micresalt
¥ o can aleo opt out of receiving nterest-based advertising from all sel-regulatary members. induding Microssit, Personalised ads wherever | use my
ADL AppMexus and other third party ad retworks, at the following sites Microsoft account
= In thee LIS: Digital Advertising Alliance [DAA) m PHFEE 6 T
L] Eurupq' Eurpipsan Infaraeipae gt Adveslising Alliance (EDEA) Control the "I!E'l'!ﬂ'l-d-iﬁl!'d ™ u-mng Fhat
= I Canada: Ad Cholces I'J.-_l el Adveatisdr | Alllance of Canada [NaAL ) 'nnhs m-’ruu are ‘w i on w
¥ou can control interest- based advertizing in Windows apps by tuming o the advertsing (1 in Windows Settings. : "'"‘“':'h‘;"d'w""'?;“h ’“";:h'"’""

phone, Xbhax and ather devices.

More choices

Do you went peesonalised ads rom other companies?

Questions? Personalised ads in Windows

W wou have a privacy question of & question for the Chiel Privacy Oificer of Microsolt please contact us by wsing our In yousr Windows Settings. you can fum off
web form, Wie will respond 1o questions within 30 days, parsonalised ads that appear in apps on

this device. You will still Fee ads. but they

Privacy Settings

Manage Your Privacy in Windows 11

There is also a browser tool that lets you choose if
the adverts you see come from companies other

than Microsoft. Click the option under More Choices and wait for
the Digital Advertising Alliance scan to finish. You can then choose
from the list to see adverts from different advert providers.

E'- ' et [b WHIBCHONCE 5 DICIT AL REWERISING ALLIGSLE & CONSRAEY CAOCE 1004 FE WEE (B2 1A) o
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USER™S CURRENT IBA STATUS

The companies participating in this browser tool provide transparency and choice under the DAA Principles,
We are evaluating this browser's compatibility with this tool and verifying its opt-out status

Your connection speed and browser configuration may affect the success of your opt-out reguests. Please standby as
WebChoices checks whether your browser can receive opt oul requests. You may see additional windows open and close
as these checks are performed and as your opl-out Cholces are requested

There are, of course, still privacy options in the main Settings app in Windows 11. This is generally added to

and improved with each OS update.

Privacy has its own section within the
settings; here there are many different

General Privacy

categories covering everything from Location to Background Apps.
Click on each of the privacy categories to see the options within that
category. Use the slider switches to allow or block privacy actions.

Privacy & security

Security

[:' Windows Security
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Messaging Apps

We’re using Windows 11 on a laptop
here but if we had a tablet with a SIM
card we would be able to get control over which apps were able
to send messages over SMS and MMS. You probably want this to
be restricted to just your Messaging app; most apps really
shouldn’t have access to your texts.

Privacy & security > Messaging

E} Messaging access on m
Ariyone using this device can choose if their apps have access to read text messages with 2 mobile connection when this is on

E Let apps read messages on m g
Choose which apps can read messages
8 reooe off @

{; Privacy resources
About these settings and your privacy | Privacy dashboard | Privacy Statement

& Get help

£ Give teedback

Apps are able to access very basic personal
settings such as your name and account

Account Info

information. This is so they can sign you in automatically to your
Windows account for things like Xbox Live or the Windows Store.
You can turn this off wholesale or on an app by app basis.

Privacy & security > Account info

= Account info access
s_ .'I.r.,'n 1 apkeng thin deevse can chooje i Hhaesr e et hin arcess 1o their accouent mfo when thie s on I::lﬁ m
Let apps access your account info -
E Choous which agga can soCeds your e cownt inf ‘:In m
. Email and accounts off &
B recdback Hub off @
'-, Microsoft content of e

:j Privacy resounies
About these ssttings and your privacy | Privacy dashboard | Privacy Statement

'—HHI&=

Background Apps

You can control which apps you allow
to run in the background. Go to the
Apps section, then Apps & Features, and locate an app you don’t
want running in the background. Click the three dots to the right of
the app, select Advanced Options and change the Background
Apps Permissions via the drop-down box.

Apps * Apps & features > Facebook

4~ Laftingn
. David Hayward
Firsil @ 510G
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Windows 11
Maintenance Tools

Before you start to add software to help with maintenance, it is worth checking out the
numerous tools included with the OS. These are spread out over several menus but once
you find them you will see that they can really help with security and performance.

Maintaining Windows 11

Windows 11 is a lot better at keeping you informed of problems than previous versions were. It is, however,
up to you to keep on top of maintaining the OS if you want the best experience.

Activating Storage Sense lets the system
software automatically free up storage
space by getting rid of files you no longer need. These can include

Storage Sense

temporary files such as cookies and the contents of your Recycle Bin.

System > Storage

Local Disk (C:) - 222 GB

@ Apps & featunes
e —— ]

Ternporary files

E_

Ijr Oihei

Ehors more calegoriss
Stlorage management

g E_-tu:-rage Sene : p=
nLitemat-cally e I Pl 2 {alore ey Pt .|'h|'.l|'h..|' nenilly arvadable chowd conton

191 Cleanup recomme mcations
e L ¥ 1 BbiErd B T ]

@] Advanced starage ';r11.'ing'=
Back up optons, Slorege Space

@& Gethelp

I Give leedback

You can choose when files are deleted, e.g. after 30 days in the
Recycle Bin or if apps don’t use them for a certain amount of time.
Alternatively you can simply click a button to Clean Now rather than
setting automatic cleaning. You can find the Storage Sense option in
Settings > System > Storage.

System > Storage > Storage Sense

Cleanup of temporary files

B Keep Windows running smoothly by automatically cleaning up temporary system and app files

Automatic User content cleanup

@ ) of

Storage Sense runs when disk space is low. We clean up enough space
to help your system run its best. We cleaned up 0 bytes of space in the
past month.

Configure cleanup schedules

Eun 5torage >ense

Delete files in my recycle bin if they have been there for over.

Delete files in iy Downloads folder if the:,f haven't been npen-ed for

One of the easiest ways to conserve
power (for laptop users) and reduce
processor strain, is to take control of Background Apps. These are
apps that are, by default, allowed to receive info, send notifications
and update in the background.

Background Apps

Apps > Apps & features

i T 6OKE i
¥ e el el =] ol Pl 8 s FF
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ExpressyPM .
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Feedback Hub

Filrms & TV .
PP — NaMBE

ik s 6OKB i

You can either stop all background apps with a single slider click or
you can prevent individual apps from running in the background.
Go to Settings > Privacy > Background Apps and look through the
apps listed. If you see apps that you don’t need notifications or
updates from, click the slider to disable its background activity.

Apps > Apps & features > Facebook

Specifications

Publisher Facebook Inc
Version 2021.927.1.0
App 1.70 MB

Data 16.0 KB

Total usage  1.72 MB

Background apps permissions

Let this app run in background

MNever

Learn more about the options




Windows 11 includes a number of
troubleshooting tools, aimed specifically

Troubleshooters

at certain problems such as audio loss or patchy Internet connection.
This is often the best place to start when trying to solve problems with
your PC and Windows 11, as the OS contains many drivers for
common devices and may just need a small software update.

System > Troubleshoot

@ Share optional diagnostic data to get additional troubleshooting recommendations.

Options

O Recommended trouble-shooter preferences

Microsolt can recommend and run trouble-shoolers o iix issues

@ Recommended troubleshooter history

&5’ Other trouble-shooters

@ Gethelp
i"_" Give feedback

You simply look through the list of troubleshooters and click on the
one which applies. Choose Run the Troubleshooter and then follow
the instructions to try and solve the problem. You can find the
troubleshooters in Settings > System > Troubleshoot.

Open Diagnostics & feedback

Run automatically, don't notify me
Run automatically, then notify me
| Ask me before running

Don't run any

Disk Management The Disk Management tool is more
about diagnostics than actual
maintenance but it is a useful way of checking whether your hard
disk has space available and is healthy. The panel will show all of
your disks, as well as all of the partitions.
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Windows 11 Maintenance Tools

There are several tools built in to
Windows 11 (and also in older

Disk Tools

versions of the OS) that allow you to clean, fix and manage your
hard disk. Open the File Explorer and look in the left-hand column
for ‘This PC’. Select it and then right-click on Local Disk (C:). In the
General tab, you will see a button for Disk Clean-up that lets you
get rid of temporary Internet files, old program files and so on.

. f'r - =i i _-—‘_‘_.__
4 rd -
- - L
=2 Disk Clean-up for {C) 4
Sacunty Presvios Varsions Cluota
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i
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— _ spa on G
Typo. Lol Disk .
File systemc NIFS . i Temporary Intermet Fles T35KB
Bl vsed space 78,115,481 632 byles /3.3 GB 3 ]SRN, Sharer Cacnn i
§ 80575, 820, 120 S48 GB |  Deldvery Oplimisation Filas J20 MB
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| Towmmrewe flee i o
Capacity 230.700,200,752 bytes 272 GB Tolal amourd ol desk space you gar 16.0 MB
s
Description
Downloaded Program Files ane ActveX conltrols and Java applots
downioaded aulomabically bom [he Infleanie] when WM Wi Ce i
pages. They are lemporarly sloced in e Downloaded Program
s Disk Clean-up Filas foidar on your hard disk
- || Compress this drive to save disk space S Clean up syslem fles View Flies
..ﬁ.lmﬂiaum Ehrs drns Lo Feenee conlents indexed m addibion o
fie properties

If you click the Tools tab, you can use the Error Checking tool and
the Disk Defragment tool. Both of these tools can help your hard
disk run more efficiently. Click on either button and follow the
instructions for each tool chosen.
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Each column contains information about capacity, free space in
MB, percentage of free space and health status. There are some
further options, such as the ability to change drive letters and mark
partitions as active but they are probably not worth playing around
with unless you know what you are doing.
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Removing Malware
from Windows 11

The Windows 11 Defender and Security suite is very good, but what if you’re unlucky
enough to already have some form of digital infection? Thankfully, there’s a way to
remove malware and viruses from your computer.

Malware Busters

For this tutorial we’ll use a pre-configured rescue disk from Kaspersky. We’ll need to transfer, or burn, the disk
contents to a CD or a USB stick and boot into the safe environment through one of those mediums.

Make sure you have a blank CD or a USB stick
that’s at least 1GB in size. The Kaspersky Rescue
Disk is downloaded as an ISO (which is an image file containing all
the disk information), and can be downloaded from https://www.
kaspersky.com.au/downloads/thank-you/free-rescue-disk.

lkaspersicy by Kaspershy

THANK YOU FOR CHOOSING US TO HELP YOU RECOVER
YOUR PC

your donwmioad doesn € egan automatcally = within a few seconds = please cick the L) SWNMLOAD Button

1At freaem bl sloeacg - - e

| Isdates t = rhimyg s -
3. Update the anthvirus databases e P

4, Run a system scan on your FL and| | ks

&

wWREN 13! oo Pl (S50 BIEH)
frome Rt/ e aruedod L kadgerdeys lidiLe sm

‘What shasstd Hredaw dnowith this file?
':-j"gpnl weith Browga..
e e

Kaspersky
Rescue Disk

To transfer the ISO to a USB, download Rufus;
which is an executable that doesn’t require any

installation, from: https://rufus.ie/. Insert your USB stick and
double-click Rufus. Check that the Device label is pointing to your
inserted USB stick, if not then you may need to close Rufus, remove
the USB, then re-insert the USB and re-start Rufus. The remaining
options can be left as their defaults.

# Rufus 3.9.1624 —_ X

Drive Properties

Device
‘ESD-ISU (F:) [8 GB] v ‘
krd.iso v @ | saect |
Persistent partition size
] 0 (No persistence)
Partition scheme Target system |
MER v BIOS or UEF w

v Show advanced drive properties

Format Options

Volume label

Click the Select option, and using Windows
Explorer, locate the downloaded Kaspersky Rescue
ISO - it’ll be called krd.iso. Click the Start button to select the image
and continue with the process. This will copy the contents of the ISO
to the USB while also making the USB a bootable device.

; Rutus 3.9. 1624

Drive Properties
e
ESD-ISO (F:) [8 GB] v

Boot selection

krd.iso vl @ SELECT |v

Persistent partition size

| D (No persistence)

Target system

Partition scheme
BIOS or UEFI W

'MBR v|
v Show advanced drive properties

Format Options

Volume label
‘ KRD |
File system

Cluster size

=

If you’re using a CD, start by inserting the CD into
the drive. Locate the downloaded Kaspersky
Rescue ISO, right-click it and choose Burn Disc Image from the
context menu. Tick the ‘Verify disc after burning’ option, and click
the Burn button to start the process. Once the ISO is burnt to the
disc, you can power off your computer.

£ Install_UK

| krd

_ Mount
Burn disc image
|l Edit with Notepad++
Ha Scan with Windows Defender...
. 1& Share
Open with P
B8 Open with WinRAR
X2 Add to archive...
B Add to "krd.rar"
B Compress and email...

e |

g Compress to "krd.rar" and email




Removing Malware from Windows 11

You'll now need to allow your PC to boot up into

- the Kaspersky Rescue CD environment. Power up
your PC and open the Boot Option Menu. This could be accessed
by pressing F12 (depending on the make and manufacturer of
your PC motherboard). With the boot options available, select
either the CD or USB stick and press Enter.

Network boot from AMD Am79C970A
+Hard Drive

+Removable Devices

Network boot from AMD Am79C370A #2

<{Enter Setup>

The PC will now boot into the Kaspersky Rescue

' Disc environment. This is a custom Linux operating
system with all the necessary security tools pre-installed. First, you'll
need to choose which language to load the environment. Use the
arrow keys, and press Enter for your language choice. After that,
choose the Graphic Mode.

Begin by accepting the license agreement. After
that, the rescue disc will check its status and open a
window asking for you to start scanning the system. However, it’s best
to check you’ve got access to the Internet in order for it to update

first. Close down the Rescue Tool window, and click on the Network
box in the bottom-right. Connect to Wi-Fi, or Wired as required.

Ethernet Network

Wired connection 1

Disconnect
VPN Connections b

10:01:02
09 Mar 2020

. .
[ i »
|._m en

Once connected, relaunch the Kaspersky Rescue
© Tool from the desktop icon, agree to the license
once more. Before you begin, click on the Change Parameters link
in the Kaspersky Rescue Tool window. This will enable you to
choose which drives the tool can scan for infections and malware.
Tick all the drives in your system.

RESCOE 1001
P Settings

ww UUSTSNONE ol REDOIT

+ Add object...

|¥| v= Boot sectors
=] [] %= All volumes
“* @Filesystem[B8365604c-473e-1bce-8a5b-b08569d4ad54]

Restore default actions

Help  About

When you’re ready to continue, click on the

' Start Scan button in the Kaspersky Rescue Tool
window. This will begin the process of scanning all the drives
selected in the previous step. Be aware, that, depending on the
size of your drives and the amount of data on them, this could
take quite some time.

Ready to scan

Free anti-virus scanner Kaspersky Rescue Tool is designed to detect
viruses, trojans, adware and other programs that can be used by an
attacker to damage the computer or user data on operating systems
that are not started and to disinfect the infected system.

Kaspersky Rescue Tool does not provide real-time protection.

vy Lhange parameters

speration

aystems

(/ Start scan

About

w Help

.Ste:p. 11s) While the scan is working, you'll see the area that
M= s the tool is currently processing. You’ll also get a
brief run-down of any threats currently found, time taken, and
number of files scanned. Once complete, you can view a report by
clicking on Details. Hopefully, you’re malware free, and you can
remove the USB/disc and reboot the system.

Kaspersky

Rescue Tool @ Quarantine

Scan In progress...

00:00:03
624 objects, no threats found

Duration:
Processed:

Custom folder scanner (2/2)
Object: ditions-6.0.18/src/vboxguest-6.0.18/vboxsffincludefiprtfuint64.h

‘_, Stop scan

Help  About



Six Steps to
a Faster PC

A slow computer is both inconvenient and frustrating. When everything you try to do

s twice as long as it should, you might be tempted to think about buying a new PC;

1 Update Windows 11 and Drivers Easka

£y Updates available to install
The first step along your path to a faster computer is making sure that S
the Windows OS and all of the various drivers installed are up to date. -
Simply updating drivers to the latest versions can have a noticeable
effect on the overall loading speed of any PC and fortunately, this is

very easy to do.

10 Curmalative LUpdats for BFT Finmewetk 1S and 40 for Windews 11 Tor ofd (RSEGSSEAT)
200 Lurvalative Updale for Waedows 11 e afid-basmd Svters (ERSI066T 8

Wind et Malicious Sofoware Remowsl Toed sl - of D4 ERES0HM)

Open Settings > Update & Security > Windows Update and click “Check
for updates”. Windows 11 will scan for available updates (to both the
OS and drivers), before displaying all those available as a list. -
If no updates are available, it will say “Your device is up to date” and i

you can move on to the next tip. If updates are available, select those

you want to download and install, then click “Install”. When installation

Is complete, restart your PC.

2 Check Program Compatibility

Software that is designed to run on older versions of Windows can Select the program you're having problems with
sometimes cause Windows 11 to slow down as it struggles to manage
this incompatibility issue. To find out if this is a potential problem, run
the Program Compatibility Troubleshooter.

If you can’t see your program, select Not Listed to browse to the program file

' Not Listed
Adube Crealive Cloud
In the taskbar search field, type “program compatibility troubleshooter” Adobe InDesign CC 2018

and click the first result in the search panel. Run the troubleshooter; P e

testing any software you think is causing problems. Pelhguan pa oot coogh
CCleaner

Check tor WPS Office Updates
The troubleshooter will offer you various ways to test and fix software Dropbas

compatibility issues.

b 1
-

3 Check and Clear Disk Space

Local Disk (C:) - 222 GB

If your hard drive is very full, it can affect performance. To check: open Settings
> System > Storage and see how much space you have left. If your storage is
looking full, try the following options to make some space:

Delete Temporary Files - Click the “This PC” bar and then click the
“Temporary files” bar. Select everything you want to delete, click the “Remove
Files” button and then restart your PC.

Remove Unwanted Apps — Open Settings > Apps > Apps & Features, click on
any app you want to remove and then click “uninstall”. Repeat this for all
unwanted or unused apps before restarting.

Move Files to an External Drive - Connect a removable hard drive to your PC

(a small USB flash drive for example) and open the File Explorer. Select the files
you want to move, click “Move to” in the Home tab at the top and select the
external drive. Files will still be accessible as long as the drive is still connected.



4 Disable Unneeded
Startup Programs

Now that you have removed any unwanted apps and software, it is
time to check if any remaining apps are running unnecessarily at
startup. Many software manufacturers will set their programs to
start-up in the background when Windows 11 starts up. This helps
the programs to open more quickly and makes sense for software
you frequently use, but not for software you only use occasionally.

A quick way to see what software is running in the background is
to look at the icons on the right side of the taskbar and open the
hidden icons panel by clicking the small arrow. You can hover the
mouse over icons to see what they are.

If you want to have a deeper look at which software initiates
during startup, open Settings > Apps > Start-up. Here you will see
a list of all startup apps, along with an estimation of their
performance/speed impact and a slider to prevent each one
from starting automatically.

5 Scan for Viruses & Malware

Viruses, malware and other malicious software could cause
your computer to run slowly or behave strangely. Things to
look out for include: unexpected pop-up messages,
programs that suddenly start or stop, or the sound of your
hard disk constantly working.

To scan for and remove viruses, open Settings > Update &
Security > Windows Security (previously Windows Defender) >
Open Windows Security, click on “Virus
Threats & Protection” and then
click the “Quick Scan” button.

L“.r

You can do a more advanced
scan by clicking “Scan options”
and choosing which you want
to perform. If viruses or
malware are found, you will be
given options to quarantine and
remove them.

Occasionally, the core system files in Windows can become
corrupted (for a variety of reasons) and cause performance
problems. WIindows 11 includes a tool: the Deployment
Image Service and Management Tool, that will check for such
files and automatically replace them, either with a cached
version or by downloading a new version.

Use the DISM Tool - In the Search box in the taskbar, type
“powershell”. Right-click on “Windows Powershell” in the
results and choose “Run as Administrator” from the menu.

At the Command prompt, that opens in the blue Powershell
window, type “dism.exe /Online /Cleanup-image /
Restorehealth” without the quotation marks (note the space
between “dism.exe” and “/” and each switch (/)).
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Apps > Startup

Startup apps

Apps can be configured to start when you log in. In most cases, apps
will start minimised or may only start a background task.

Sort by: Name

Cortana

@ on

Microsoft Carporation Not measured

ExpressVPN.NotificationServiceStarter (@ ) off

ExpressVPN No impact

Intel Driver & Support Assistant Tray 0 On

Intel Medium impact

Intel ® Graphics Command Center 5... m On

INTEL CORP Mot measured

@ D of

Microsoft Teams

Microsoft No impact

Windaows Security

% . "
O Virus & threat protection

Protection for your device against threats.

Home

Virus & threat protection “9 Current threats

Mo current threats,

Last scan: 12/10/2021 09:09 (quick scan)
0 threats found.

Scan lasted 4 minutes 21 seconds
42759 files scanned.

Account protection
Firewall & network protection
App & browser control

Device security Quick scan

% Device performance & health .
Scan options
% Family options Allowed threats

©) Protection history Protection history

“s Virus & threat protection settings

Mo action needed,

Manage settings

<= Virus & threat protection updates

Security intelligence is up to date

6 Check for Corrupted System Files

2~ Windows PowerShell
Windows Powershell

Copyright (C) Microsoft Corporation. All rights reserved.

PS C:\Users\RussW> dism.exe /Online /Cleanup-image /Restorehealth

If the tool finds and replaces any corrupted files, restart your
computer and check to see if it has helped with your current
performance issues.



How to Reset
or Fresh Start

Resetting a PC reinstalls Windows, with a choice to deletes your files, settings and apps,
and main system files. Restoring will undo recent system changes, without deleting files.
A Fresh Start completely removes all apps and reinstalls Windows.

Fresh or Reset?

Refreshing and resetting your Windows 11 PC are two very different things and you should always make sure
you know which is the best choice to solve your current problem.

If your PC isn’t performing as well as it once did,
and you don’t know why, you can reset your

PC without deleting any of your personal files or changing your
settings. Apps or software not installed through the Store will be
removed but Windows store apps will be reinstalled.

: Library
& Updates & downloads
5o Check for additional updates by clicking "Get updates”
a ( AL ) Apps Games Movies &TV  Included with device
ﬂ HEI_F_ II_-"?,E_E_E_H_!P_Ei?m Apps Modified yesterday
- Fims &1V A Modified 13/10/2021
LT IS MU M G Tach Apps Modified 13/10/2021
. h:lu-:rn-c-:l'ﬂ"r Tn T.:H::I !..i:H_ Tasks & Reminders Apicé iy
® Tf,'tj'_‘f”__mmp Apps Modified 11/10/2021
.
Step 2 Open the main Settings app and head into the
Windows Update > Advanced Options section.

Click on Recovery and you will see several options, including
Reset this PC. If you can’t get into Settings, you can access reset
by restarting your computer while holding the Shift key; then
select Troubleshoot > Reset.

Additional options

@ Optional updates
Feature, quality, and driver updates

Delivery Optimisation

Bandwidth lirnits for updaltes, downloads lrom other devices

&)

ol Recovery

Reset, advanced start-up, go back

Restart apps

Automatically save my restartable apps when | sign out and restart them after | sign in

ol

Configured update policies

ol

In System > Recovery, click on ‘Reset PC’ button
to begin the process. You will now need to choose
whether to keep your files (just remove apps and settings), or
remove everything. If you choose Remove everything, you will then
need to choose whether to ‘Remove and clean the drive’.

Recovery options

‘% Reset this PC

Choose to keep or remove your personal files, then reinstall Windows

) Go back
p— This

i@ Gethelp

& Give feedback
You will be warned that you won’t be able to roll

m back to a previous version of Windows after the

reset (old Windows files will be deleted). Click Next and then Reset
when prompted. Windows will restart and take several minutes to
reset itself. Click Continue when promoted.

2set this PC

fnoso o koo e cormruo. weaae oerersosl Giloe ihimn

rourveball Whinclnaue

Fesel This PC

Choose an option

Keep my files
Removes apps and settings, but keeps your personal files.

Remove everything
Removes all of your personal files, apps and settings.

Help me choose




Perform a Fresh Start

How to Reset or Fresh Start

Performing a Fresh Start allows you to do a clean reinstallation and update of Windows, while keeping your
personal data and most Windows settings intact; an easier option than a full wipe and reinstall.

Be aware that Fresh Start will remove most of
your apps from your device, so you will have some

reinstalling to do. In some cases, a clean installation may improve your
device’s start-up and shutdown experience, memory usage, Microsoft
Store apps performance, browsing experience and battery life.

Apps

e—  Apps & features

9=  Installed apps, app execution aliases

fﬁ Default apps

Defaults tor file and link types, other defaults

Offline maps

Downloads, storage location, map updates

o

EEgl- Optional features

Extra functionality for your device

To find the Fresh Start tool, open the Windows
Defender tool (click on the shield icon in the
taskbar), and then click on the Device Performance & Health
section. You will need to click on Additional Info and then click
Give your PC a Fresh Start. If Fresh Start has previously been
performed, the date will be displayed here.

& Storage capacity

MO 1550Es

L) Device security

| % Device performance & health
& Apps and software

MO 155ues

&% Family options
%) Protection history

% Fresh start

Start afresh with a clean and up-to-date installation of Windows. This will
keep your personal files and some Windows settings and remove some of
YOur apps.

In some cases, this may improve your device's startup and shutdown
experience, memory usage, Store apps performance, browsing experience
and battery life

Additional information

Microsoft recommends that you back up your files
before making changes like a clean installation

of Windows to your device. Make sure that you have access to all
reinstallation media (such as CDs), product keys, license or login
information and other materials needed to manually reinstall apps.

& 3 set up backup

Select where you want to save your backup

We recommend that you save your backup on an external hard drive.

Save backup on:

Backup Destination Total Size

Free Space

O AMNLO Starage (D:) [Recommended] 221.09 GB 223.57 GB

Looking at the website that Windows 11 sends
you to when you click on the Give your PC a Fresh

Start link, there will be a blue Open Recovery Settings box. Click
this, and you will automatically open the Recovery Settings section,
Or you can access it via System > Recovery.

Give your PC a Fresh Start

Resetting your PC lets you perform a clean reinstallation and update of Windows while keeping your
personal data and most Windows settings intact. In some cases, a clean installation may improve your
device's performance, security, browsing experence, and battery life.

To reset your PC, go to Start 54 - S-Ittingl@ » Update & Security > H-l:unry;' » Reset this PC »
Get Started. Then, celect Keep my files, choose cloud or local, change your settings, and set Restore
preinstalled apps? fo No,

Open Recovery settings

Moate: If you don't see the option (o Restore preinstalled apps, it mieans your PC doean't have premstalled
apps configured.

In versions of Windows 10 prior to version 2004 this feature was called Fresh Start and to use it you'd select
Start 38 > Settings £ > Update & security . > Windows Defender > Device performance & health.
Wnger Fresh Start, select Additional infe - Get Started,

Step 5

As you can see, all roads lead back to the Recovery
section in Windows 11. To perform a Fresh Start,
you’ll need to click the Reset PC button. This again brings up the
option pop-up window. For a Fresh Start, you’ll need to click the
Remove Everything button. It’s worth saying again: Ensure your
data is backed up before doing this.

Reset this PC
Choose an option

Keep my files
Removes apps and settings, but keeps your personal files.

Remove everything
Removes all of your personal files, apps and settings.

m You’ll now have the option to download

Windows 11 and re-install it using the Cloud
(meaning you’ll download it from the Microsoft servers), or as a
local reinstallation (which means you’ll have a physical copy of
Windows 11 either on disk or as a USB). Whichever method you
prefer, click the box and the process will begin.

| Reset this PC

How would you like to re-install Windows?

Cloud download
Download and re-install Windows

Local reinstall
Reinstall Windows from this device

Cloud download can use more than 4 GB of data.




Laptop Care and
Maintenance Tips

Laptops are great! They are small, portable and can be easily put away when not in use.
They are also increasingly powerful, although they still lag behind a good desktop
system unless you pay huge sums of money for them. They are not, however, as robust
as a desktop, so good care and
maintenance is a must if you
want your laptop to last.

Caring for Your Laptop

Some of these tips may seem obvious,
and some might not apply to you, but
even following a few of these
suggestions will help keep your laptop

in good shape.
-

n Keep Food and

Drink Away

However careful you are when eating and
drinking, if you do it while using your laptop
it is inevitable that at some point, crumbs
and splashes will hit the screen, keyboard,
etc. Unlike a desktop, replacing a
crumb-filled keyboard on a laptop is not
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Laptop screens are generally not as clear or -
bright as a desktop monitor screen, so -
keeping them clean is important. Use a
. u Tiwitted
lint-free cloth regularly to gently wipe away B
dust and dirt. If there are more stubborn Q
marks, buy and use an LCD screen cleaner.
These are chea P to b uy on line. Ryanair passengers who claimed Gareth Southgate plans England Hilon
refunds banned from flights unless attacking evolution to stay
N / they pay the money back challenging among world’s elite
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n Clean the Keys and
Ports Regularly
Laptop keyboards are hard to replace, so
keep yours clean and free from dust. You
can buy small USB keyboard vacuums fairly
cheaply, and these can help keep dust from
building up. You can also buy keyboard
cleaner putty very cheaply online. The
same rule applies to the various ports on
your laptop.

— il




Back Up

While not so much a hardware maintenance tip, it’s always
mentioning. No matter how much care you take, accidents happen.
Maintaining your laptop will prevent most, but just in case something really = )
bad happens, then it’s best to ensure you have a good, working full backup Don’t Block Vents

of all your important data and work. Despite the name, few laptops

are actually designed to be used on your
lap (or on any soft surface). This is because
the heat vents of many laptops are on the
bottom, and soft surfaces will often block
them. if it happens regularly, this can cause
lasting heat damage to the laptop.

Buy a Laptop Stand

If your laptop sits in one place
and is rarely moved around, consider
buying a laptop stand. These not only help
to give you a better screen viewing angle,
but they also give the laptop vents some
extra clearance and, therefore, better
airflow. You can even buy stands with
built-in cooling fans.

Don’t Overcharge
| the Battery
Try not to keep your laptop plugged into
the mains all the time. Charge it, and then
use the battery power until you need to
charge it again. This helps to keep the
battery in good condition. If you only ever
use your laptop at home on a desk, keep it
plugged in, but remove the battery.

-t Close the Lid
©  When you have finished using
your laptop for the day, close the lid. When
you are moving your laptop, close the lid.
When you leave your laptop for any length
of time, close the lid. This not only protects
the screen from accidental damage, but it
will also help keep your laptop running
between charges.

Photo editar Messandger Adabe
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Buy a Good

Laptop Bag
If you ever take your laptop with you out of
the house, make sure buy and use a decent
laptop bag. Go for one that is at least water
resistant, if not waterproof, to protect your

aptop from rain. Try to buy one that is
padded, or even better, has a floating

aptop “sling” for better impact protection.




Troubleshooting
Windows Problems

Windows 10 includes some useful tools for checking on and solving problems but
sometimes you need to look a bit further and deeper. Occasionally you just need to
go back to basics. These tips will help you solve some common problems

encountered in Windows 11.

First Things to Check

If you’re having problems with Windows Update, the Windows Update Troubleshooter might be able to
automatically fix the problem. Go to Microsoft.com and search for Update Troubleshooter.

Microsoft knows
that things don’t
always go smoothly when updating and have provided a dedicated
troubleshooting tool for use during this key task. If you’re having
problems with Windows Update, the Windows Update
Troubleshooter might be able to automatically fix the problem. Go
to Microsoft.com and search for Update Troubleshooter.

Windows Update Troubleshooter

B Windows Update

Troubleshoot and help prevent computer problems

Windows Update
5 P

Resolve problems that prevent you from updating Windows.

Mame Pubhsher

¥ Windows Update
(%% windows Network Diagnostics

Microsoft Windows
Microzoft Windows

Read prvacy statement online

Advanced

Keeping your copy of Windows 11
up-to-date with the latest releases

Check for Updates

can really help to avoid problems before they happen. Press the
Windows logo key and click Settings. Then choose Windows
Update and then select Check for updates. Install any available
updates and restart your PC if required.

Windows Update

You're up to date .
Ch

u Last checked: Today, 09:329

More options

[ID Pause updates Pause fol

@ Lipdate histary

% Advanced options
Delivery optimisation, optional updates, active hours, other update setting

@ Windows Insider Programme
e peeviaw | s of Wir ) hare

i w bamilchs of W [n | rare hoap K oW feal M

@ Gethelp

5 Give feedback

If you’re having trouble
installing or running a
particular app or game, it may be that your PC hardware is not up
to scratch. All commercial software will provide details of required
and (sometimes) recommended specification needed to run it. You
can check system spec at any time, just go to Control Panel and
select System and Security, then System.

Checking System Spec

System > About

MINIX-Office
Default strirng

@ Device specifications

Device name MIMNIX-Office

Processor ntel(R) Pentiumi(R) Silver J5005 CPU @ 1.50GHz 1.50 GHz
Installed RAM
Device ID
Product ID
System type
Pen and touch

B.00 GB (7.84 GB usable
FA3CDEA-2TID-4D19-9D96-652 21CD150AE
00330-81485-63548-AA588

64-bit operating system, x64-based processor

No pen or touch input is available for this display

Related links Domain or workgroup  System protection  Advanced system settings

BE  windows specifications
App Updates If an app or program isn’t working with
Windows 11, particularly after the
Anniversary update, try looking in the Windows Store for an update
and if that doesn’t work, delete and reinstall it. To check for
available app updates on the store, click the user icon next to the
search bar and select Downloads and Updates.
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Like Windows 10 before it, Windows 11
uses a hybrid boot to enable fast boot

Slow Boot Fix

times. It sounds great but can actually slow down boot for some
users. Disable it by searching for Power Options in the Start menu
and running the matching Control Panel applet, then in the settings
click Choose to decide what the power buttons do.

|[ “" Power Oplions

< > v 4 W > Control Panel > System and Security » Power Options

Control Panel Home

Choose or customise a power plan

A power plan is a collection ol hardware and system sellings (like display brighlness, s
how your computer uses power. lell me more about power plans

Choosa what the power
huttons do

‘.r Create a power plan .’" Change settings that are currently unavailable

k' Choose when to tumn off the

display Preferred plans

.:! Change when Lhe compuler Balanced (recommended) g

sleeps Automatically balances performance with energy consumption on capable hardy

High pertarmance (]

Favours performance but may use more energy.

Show additional plans
NOH-RESPOI‘ISiVE ='g.  Windows 11 has a completely
different shell than previous

versions. The Explorer.exe process is still at its core but there are a
few additional components as well. If you click the Start button
and nothing happens or if the entire taskbar refuses to respond to
an interaction, open Task Manager (press Ctrl+Shift+Esc), find
Windows Explorer in the task list and click the Restart button.
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You can scrutinise the Windows 11
event logs to see if they reveal any

Check Event Logs

more information regarding the problem you’re having.
Right-click the Windows Start button, and select Event Viewer
from the list. In here you’ll find everything that’s happened to
your system since the day you turned it on.

Event Viewer (Local)

Overview and Summary

; I.: D
Services Loc |E_ .
. " ¥ Crea

st refreched: 14/10/2027 12:01:49 s ﬁ
pe

To view events that have occurred on your computer, select the I Impc
appropriate source, log or custom view node in the console tree. The
Administrative Events custom view contains all the administrative events, Conr
Summary of Administrative Events - view
0 Refrg
Event Type EventID  Source Log Last hour Help
B Critical - 0 '
B Error - - - 4
B Warning - - - 0
FT1 . # am .
e

Viewed Nodes -

Name Description  Madified

Windows Logs\Forwarded. N/A I
'MW‘

Troubleshooting Windows Problems

Go to System >
Troubleshoot > Other

Check the Troubleshooters

Trouble-shooters. This is where you’ll find troubleshooter tests that
can be carried out for a wide range of Windows 11 components and
situations. Everything from Internet connectivity to keyboard
Issues, power and video playback can be run from here.

System > Troubleshoot > Other trouble-shooters

Most frequent

""3.? Internet Connections
":11"."} Playing Audio

& Printer

E: Windows Update

et B

Often, a problem could simply be a
Windows 11 service hasn’t started, or

failed to start. For example, a printer not printing may not be the

fault of the printer, but the Print Spooler Service. Click the Start

button, type ‘services’ and click to open the Services App. Find the

service, right-click, then click Restart or Start.

£} PNRP Machine Name Public.  This service Manual Local Service
) Portable Device Enumerator ..  Enforces gro... Manual (Trigg.. Local System
L Power Manages po.. Running  Automatic Local System
*4Print Spooler e : Local System
&), Printer Extensions and Notifi.. This ser Local System
& PrintWorkflow ¢61b0 Provide Stop (Trigg.. Local System
L) Problem Reports Control Pa..  This ser Local System
&?7 Program Compatibility Assis.. This ser itic (De..  Local System
d’,ﬂ, Quality Windows Audio Vid. Quality bt Local Service
£ Radio Management Service  Radio A Local Service
'{;@, Recommended Troubleshoo.. Enables All Tacks > Local System
n.*.";}; Remote Access Auto Connec.. Creates Local System
L) Remote Access Connection .. Manag Refresh itic Local System
f.,l'i Remote Desktop Configurati.. Remote o . Local System
<4s Remote Desktop Services Allows 1 Network Se_
£, Remote Desktop Services Us.. Allows 1 Help Local System
L), Remote Procedure Call (RPC)  The RPCSSs.  Running  Automatic Network Se..
'-:'.‘;3'; Remote Procedure Call (RPC).. In Windows . Manual MNetwork Se..

There are times when a lack of

Free Up Disk Space | _
available disk space can lead to

an unresponsive, or slow PC. System > Storage is a good place to
start, then follow the Clean-up Recommendations. Also, right-click
the C:\ drive in File Explorer, select Properties > Disk Clean-up.
Finally, also check Clean up Systems Files in the same window.

-
<2 Disk Clean-up for () x|
Sacimity Fraviols Varskons Chda Disk Claarn-up
Genaral Tools Hardwane Shanmg sz
= Voo can use Dk Claan-up fo fnés up to 27 6 MB of disk
& non [Ls
pacaon (C )
Fibes (o delala:
Typa | ozl Disk [ PR Dewnilaadad Program Fies
Fiasystem:  NTTS ] "i Teenporary nbarmed Fikes 1000 ME
B  Windows emor reports and feedback dia B.12 KO
B Used space PG ESG,7H3 006 bytes /1.5 GB B  Owectx Shader Cache 017 KB
B Free space 162432557056 bytes 151G @ | Deivery Opimisation Fies e
|| Beeseda Rin 11 PPt il
Ganect 290 289 290 752 byl 293 G Total amount of disk Space you gain: 22 8MB

Descrption

Downioaded Program Files are ActveX, confrols and Java applets
downlvaded automakically from the Inlerned when you wew cerlain
pagers. Thesy ape lemporanty sboved e e Downlosdied Progran
Fies folder on your hasd drsk

O

Diive C Dwsk Chean-up

| Compress ths dive 1o save disk space " Clean up system fies Wiew Files
. Adlcaw Tlees o BhiS drvec B0 Bonal Comnitents sdesesd 0 acdditeon bo
fils propearties
OK Cancel
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_|_I Troubleshooting
.| Your Wi-Fi Network

Wi-Fi is like electricity, you only notice it when it’s not working. Then panic begins to set in.
Thankfully, there’s no need to, as most Wi-Fi issues can easily be fixed with a few simple
tweaks here and there. Here’s our top ten troubleshooting tips for your wireless network.

There’s a good

- ' chance that the
room in question has become a bit of Wi-Fi dead zone. Load up a

network analyser and check the signal output in the room in
question. If needs be, reboot any network extenders and the router.

This could one of two things: a problem
~ with the router and your network, or a
problem with the ISP. Test the connection by directly plugging a
device into the router’s Ethernet ports. If the problem persists,
then call your ISP. If it’s okay, then turn off all your networking
equipment and one-by-one power them up and keep testing to
find the culprit.

]
Sy

=== | 0ading

i
|'..|.;_'5.-

Please Walt

Occasionally, there’s a device that

. will refuse to establish a connection
with your wireless network. First thing to try is a physical,

Ethernet, connection (if it has one). If it works, try re-installing the
Wi-Fi drivers on the device. If that’s not possible, try another Wi-Fi
network, it could be a problem with the device’s Wi-Fi card.

192.168.0.1 - Pu

PuTTY Fatal Error

8 Network error: Connection timed out

The first check is to

.. © establish a pattern.
Does it happen when you power on something else in the house, if
s0, it could be causing interference with the signal. Does it happen
when a certain device is connected? Check the device, as it could
be downloading a huge file, or it could have some form of malware.

(+) DOWNLOAD Mb

3553

UPLOAD Mbps

1296

Voicehost Ltd



Troubleshooting Your Wi-Fi Network

If you maintain good | Fﬂ'rgﬂt th e Wi-Fi Password If ?ug’ve forgotten your
network order, and . Wi-Fi password, then

you’ve just spotted an unknown device on your network, then you you may need to factory reset the router. Use a paperclip and
need to act quickly. If possible, drop the connection via the router’s  locate the tiny pin-hole (usually marked Reset). Poke the paperclip
web interface, then change your access password. Check all devices  in for 30 seconds. Reboot the router. It should be reset back to the
for malware, ask other family members if they know who it could its original settings and password.

be. Worst case, change all passwords.

Unknown Device Discovered

Wi-Fi Has Com pletely ©s 1= [Ifnothingis connecting Overall Poor -Si-gn:a‘l Providing your router is working
' s GRS to your Wi-Fi, then the " A R T R well, check with a wireless device

problem is likely with your router. Check the router and, if you can  while standing next to the router. If it’s okay, then the problem is

access its web interface, check the access logs and check for any likely poor signal spread. Try and reposition the router, don’t put it in
recent updates (an update from the ISP could have damaged it). If acupboard, and see if that helps. If the signal is poor while next to it,
a reboot doesn’t fix it, contact your ISP. there could be a problem. Try rebooting, otherwise contact your ISP.

If your network
extender or router isn’t

| thino Worke No Interne | Check the
Everything Works, But No Internet ndicator lights

| Speeds Aren’t as Advertised '

on the router, if the Internet LED is off, then reboot the router and performing at the speeds it was advertised, try the following. Ensure
wait for a connection. If the LED is on, but still no Internet, try that the router’s configuration is setup for maximum signal strength.
installing a VPN and see if you can connect; it could be an issue If it has external antennae, move them around to change the signal
with the ISP’s DNS entries. spread. Reboot the router and any Wi-Fi extenders. Reposition the

router and extenders for better signal through walls etc.

=

6453178171 Chicago, IL \
v'! s Hosted by
: ; Comcast

There is no Internet connection




Troubleshooting
" Your Wired Network

Wired networks are often a lot more sturdy compared to a wireless network, but they’re
not bulletproof. Thankfully, problems can easily be fixed, so here are our top ten
troubleshooting tips for solving wired network issues.

If your computer Connection Keeps Droppinge . One of the main
| i S Wi ~Lonnection REEPS UroppiNg Emsietstn why
connection, it’s time to get behind the machine and double-check wired connections keep dropping is a damaged, or poorly created
the Ethernet port. Check that the cable is fully inserted, as they can  network cable end. Check the cable with a cable tester, check the
get caught by feet and pulled slightly. Check the cable end isn’t ends by giving them a pull. If they’re loose, or the cable test fails,
damaged. If there’s still no connection, check other machines (a then replace the ends or the cable itself.

router reboot may be needed).

ap - - - . ~
%¥ Connect to a Network 28

H| Windows was unable to connect to this network

Tell me more about Internet connection problems

Cancel
If all your computers and o oor Speeds | Amain culprit of poor wired network
: other devices aren’t . ' © speeds isthe cableis too long. If the cable
connecting, check any switches that they’re connected to. Switch is over 100 metres (300 ft), then the signal will begin to drop
plugs, and even powerline adapters, can blow a fuse. Check your significantly. If your cable is coiled up behind furniture, or in the loft

router’s switch connection LED is lit up, if not try a different port. If space, try to shorten its length and check the connection speed.
all else fails, try direct connection to the router, as it could be faulty.

4
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Troubleshooting Your Wired Network

Poor Connection, or No Connection, L Rae et T T lel !fyou'reunable to
connect to another

PC on your network, check the connections to the router, on
Often powerline adapters will lose their connection with each both PCs. Also, check that the PC you’re connecting to isn’t
other. When this happens, power off both adapters, then powerup  blocking your connection via the firewall.

one and after a few seconds power up the other. Wait for a few

Between Powerline Adapters

more seconds to see if the connection is okay. If it fails, try pin-hole g
resetting the adapters. VNG CONNEET [enter  NC Server address o ceach ] & snin.. -
_ ¥ A
vV C
[ VNC Views % |
9 Timed out waiting for & response from the computer L i
o ]
Powerline Adapters Won’t Pair RSl No Internet Connection [ERASERCIESESIEEI
powerline adapters usually means there’s
won’t pair with each other if there are already a set of powerline something going on with the router, so that should be your first port
adapters already on the network. Turn off the existing powerline of call. Check the router’s LEDs, if the Internet is off, try and reboot,
adapters, then power up the new pair. After a connection has otherwise use a phone to check the status of the ISP’s services.

been made, power up the existing pair.

There is no Internet connection

There is something wrong with the proxy server or th

Try:
+ Contacting the system admin
* Checking the proxy address
* Running Network Diagnostics

ERR_PROXY CONNECTION_FAILED

Some Ports on a Switch Connect Slow EEAG PC Won’t Connect via Ethernet [RUECEHISTIISY
discover several reasons.

that some of the ports on your switch appear to be operating at First check the cable going into the Ethernet port; use a different
100Mb/s instead of 1Gb/s, then check the following. Ensure that cable if necessary. Check the drivers by opening Device Manager and
devices connected to the port have a 1Gb/s Ethernet port (some locating the network device. Right-click and select Update Driver.

smart TVs don’t). Check that the switch has more than one 1Gb/s Also, try Uninstall Device, then Search for New Devices.
port - some are 100Mb/s with a 1Gb/s uplink port.

) ﬁ Human Interface Devices
» "= |IDE ATA/ATAPI controllers
> «fa Imaging devices

» B Keyboards
. (@) Mice and other pointing devices
—— > [ Monitors
Ethernet On=Link  Both=1000M v LF Network adapters
Blink=ACT  100M 10M | .
——————— —— g ¥ Intel(R) Ethernet Connection (2) 1219 Gdais dares

¥ TAP-Windows Adapter V9 _ _
& VirtualBox Host-Only Ethernet Adapte  Disable device
@ WAN Miniport (IKEv2) Uninstall device
¥ WAN Miniport (IP)
¥ WAN Miniport (IPv6)
=¥ WAN Miniport (L2TP) Properties
¥ WAN Miniport (Network Monitor)
¥ WAN Miniport (PPPOE)

[? WAN Miniport (PPTP)

L AMAML Mininart (SCTD)

Scan for hardware changes
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Congratulations, we have reached the end of your latest
tech adventure. With help from our team of tech experts,
you have been able to answer all your questions, grow in
confidence and ultimately master any issues you had. You
can now proudly proclaim that you are getting the absolute
best from your latest choice from the ever changing world
of consumer technology and software.
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\Whatever your plans we are here to help you. Just check
our expansive range of Tricks and Tips & For Beginners
guidebooks and we are positive you will find what you are
looking for. This adventure with us may have ended, but
that's not to say that your journey is over. Every new
hardware or software update brings its new features and
challenges, and of course you already know we are here to
help. So we will look forward to seeing you again soon.
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